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An apparatus and method for providing and/or obtaining
security services includes a database of information which

relates to security services provided for at least one client. A

computer that is Internet accessible hosts the database. The

database includes security data received from at least one

security officer computer. The security data is entered into

the at least one security officer computer by a security officer
providing security services at a client location, and the

security data corresponds with security related events occur-
ring at the client location. The database is accessible by
navigating a web browser to a website that is in data
communication with the database. An authorization code is

provided that permits access to the database. At least

portion of the information in the database is retrievable by
providing a request via the website.

23 Claims, 49 Drawing Sheets

3

5

7-

SECURITY
OFFICERS
COMPUTERS

-10

INTERNET

20

22

15
CLIENTS

COMPUTERS

30

WEB
SERVER

37 35

33

HTML
DOCS

COMPUTER
SOFTWARE DATABASE

SERVICE PROVIDER'S
COMPUTER



1
-

-
1
0

-
2
0

3
I
N
T
E
R
N
E
T

5
2
2

7
八

1
5

C
L
I
E
N
T
S

C
O
M
P
U
T
E
R
S

S
E
C
U
R
I
T
Y

O
F
F
I
C
E
R
S

C
O
M
P
U
T
E
R
S

3
0

W
E
B

S
E
R
V
E
R

37
3
5

3
3

H
T
M
L

D
O
C
S

C
O
M
P
U
T
E
R

S
O
F
T
W
A
R
E

D
A
T
A
B
A
S
E

S
E
R
V
I
C
E P

R
O
V
I
D
E
R
'
S

C
O
M
P
U
T
E
R

FI
G. 

1

U.S. Patent May 13, 2008 Sheet 1 of 49 US 7,373,346 B2



Te
rr
ac
e 
Se
cu
ri
ty

Of
fi
ce
r C

o
n
s
o
l
e

Cl
ie
nt 

C
o
n
s
o
l
e

A
d
m
i
n C

o
n
s
o
l
e

-
2
0
1

Te
rr

ac
e S

ec
ur

it
y C

or
po

ra
ti

on

On
li

ne 
Ap

pl
ic

at
io

ns Ma
n
a
g
e
m
e
n
t Con

s
o
l
e

FI
G. 

2

U.S. Patent May 13, 2008 Sheet 2 of 49 US 7,373,346 B2



T
e
r
r
a
c
e S

ec
ur
it
y

C
l
o
c
k 
In
/O
ut

E
n
t
e
r 
E
v
e
n
t
s

V
i
e
w 
D
A
R

S
u
b
m
i
t D

A
R

3
0
1

Te
rr

ac
e S

ec
ur
it
y C

or
po

ra
ti

on
Of

fi
ce

r C
o
n
s
o
l
e

P
l
e
a
s
e 
en
te
r 
y
o
u
r 
ba
dg
e 
n
u
m
b
e
r a

n
d 
p
a
s
s
w
o
r
d to

 con
ti
nu
e:

B
a
d
g
e N

u
m
b
e
r

30
5

P
a
s
s
w
o
r
d

☑
3
1
0

3
1
5

C
o
n
t
i
n
u
e

FI
G. 

3

U.S. Patent May 13, 2008 Sheet 3 of 49 US 7,373,346 B2



Te
rr
ac
e S

ec
ur
it
y

T
e
r
r
a
c
e S

ec
ur

it
y C

or
po

ra
ti

on
Of
fi
ce
r C

o
n
s
o
l
e

Lo
gg

ed
 In

:
 

Ne
el

y, 
Be
rn
ar
d

C
l
o
c
k 
In
/O
ut

Pr
op
er
ty

4
2
0

T
i
m
e 

In

Te
rr
ac
e @

 Wil
lo
wb
ro
ok

Sh
if
t 
C
o
d
e

4
2
5

R
a
d
i
o 
N
u
m
b
e
r

4
3
0

C
o
m
m
e
n
t
s

4
3
5

-
4
1
0

스

C
l
o
c
k 
In
/O
ut

E
n
t
e
r 
Ev
en
ts

V
i
e
w 
D
A
R

S
u
b
m
i
t D

A
R

Lo
g 
Ou

t

4
4
0

C
l
o
c
k I

n

FI
G. 
4

U.S. Patent May 13, 2008 Sheet 4 of 49 US 7,373,346 B2



4
6
0

O
p
e
n 

Sh
if
ts

T
e
r
r
a
c
e S

ec
ur
it
y C

or
po
ra
ti
on

Of
fi

ce
r C

o
n
s
o
l
e

Lo
gg
ed
 In:

Ne
el

y, 
B
e
r
n
a
r
d
4
5
0

E
n
t
e
r 
E
v
e
n
t

U.S. Patent May 13, 2008 Sheet 5 of 49 US 7,373,346 B2

4
6
2

4
6
3

-
4
6
4

4
6
1
T
i
m
e In

T
i
m
e 
O
u
t

Sh
if
t 
C
o
d
e

Pr
op
er
ty

4
6
5

4
6
5

9:
18
:2
6 A

M
9:
22
:0
0 A

M
2
2
2

T
e
r
r
a
c
e @

Te
rr
ac
e S

ec
ur
it
y

W
i
l
l
o
w
b
r
o
o
k

Ο
9
:
3
9
:
4
8 A

M
9:

42
:5

5 A
M

1
2
3
2

T
e
r
r
a
c
e @

W
i
l
l
o
w
b
r
o
o
k

A
d
d

 Ev
e
n
t
4
7
0

C
l
o
c
k 
In
/O
ut

En
te

r 
E
v
e
n
t
s

4
7
1

V
i
e
w 
D
A
R

4
1
0

T
i
m
e 
O
u
t

T
i
m
e 
In
 

47
2

S
u
b
m
i
t D

A
R

1

0
0

A
M
☑

1
☑

0
0

A
M

L
o
g 
O
u
t

E
v
e
n
t 
C
o
d
e

4
7
2

4
7
4

4
8
0

1
6
0
0
- 
A
b
a
n
d
o
n
m
e
n
t of a

Ch
il
d

C
o
m
m
e
n
t
s

4
9
0

A
d
d

4
9
5

FI
G. 
4
A



U.S. Patent May 13, 2008 Sheet 6 of 49 US 7,373,346 B2

505

System
Administrator

501

TSEC Manager

Administrator
Log In

522
A

Client List/
Search

Add

510 520- 524-

Edit
List/Search

Delete

512 514 516- 526

Add Edit Delete

530

Manage
Timesheets

532 534

Timesheet
List/Search

Timesheet

Report

540

-550 536
Manage
Reports

B

Manage
Officers

Edit
Edit List/
Search

538 537
552 553

Edit List/
Search

Edit
Edit

-555
Delete

Delete
-539

554 558

Add
Add

Image
Add Bio

560-
556

Assign to
Client

FIG. 5A



U.S. Patent May 13, 2008 Sheet 7 of 49 US 7,373,346 B2

A

TSEC Officer

570 Officer

Log In

573

Clock-In/Out

572

Clock In/Out
DAR

DAR

574
575 576

DAR
Search

Report

B
Enter

Events
542 543

577 578
Report List/
Search Report Report

Input
544 546

Edit
Edit List/
Search

-547
Edit

-548
Delete

FIG. 5B



U.S. Patent May 13, 2008 Sheet 8 of 49 US 7,373,346 B2

TSEC Client

580- Client

Log In

C

581

Info Access

590 -582

Officers Reports

583

Search

Report

591 592

Property
Search Report

593- 594

Officer
Search

Report

595 596 597

Timesheets Property Report

Search Report

598 599

FIG. 5C



6
0
1
-

-
6
0
5

-
6
2
0

6
2
1

De
le
te 

a
U
s
e
r

(f
ro
m 
U
s
e 
Ca
se
s)

U.S. Patent May 13, 2008 Sheet 9 of 49 US 7,373,346 B2

Ad
mi

ni
st

ra
to

r
(f
ro
m 
Ac
to
rs
)

6
1
0

Lo
g 
In

(f
ro

m 
U
s
e 
Ca

se
s)

B
r
o
w
s
e U

se
rs

(f
ro
m 
U
s
e 
Ca
se
s)

6
2
2
-

6
4
1

L
o
g 
O
u
t

6
4
0

6
3
0

A
d
d 
a
U
s
e
r

(f
ro
m 
U
s
e
 

Ca
se
s)

U
s
e
r

(f
ro
m 
Ac
to
rs
)

6
2
3
-

De
le
te
 a

Cl
ie
nt

B
r
o
w
s
e C

li
en
ts

B
r
o
w
s
e O

ff
ic
er
s

(f
ro
m 
U
s
e 
Ca

se
s)

(f
ro
m 
U
s
e 
Ca

se
s)

(f
ro
m 
U
s
e 
Ca
se
s)

Ed
it 

a
U
s
e
r

(f
ro
m 
U
s
e 
Ca
se
s)

-
6
2
4

6
3
1

6
4
2

Ed
it 
a

Cl
ie
nt

(f
ro
m 
U
s
e 
Ca
se
s)

D
e
l
e
t
e a

n 
Of
fi
ce
r

(f
ro
m U

s
e 
Ca
se
s)

-
6
4
3

A
d
d 
a

Cl
ie

nt

6
4
5

(f
ro
m 
U
s
e 
Ca
se
s)

-
6
4
6

-
6
3
3

A
d
d 
a
n 

Of
fi
ce
r

(f
ro
m 
U
s
e 
Ca
se
s)

-
6
3
2

Ed
it 
a
n 

Of
fi
ce
r

(f
ro
m 
U
s
e 
Ca
se
s)

Gr
an
t

Ad
mi

ni
st

ra
to

r Acc
e
s
s

6
9
9
-

Ad
mi
ni
st
ra
to
r

B
r
o
w
s
e

Pr
op
er
ti

es
A
d
d 
a
Pr
op
er
ty

(f
ro

m 
Ac

to
rs

)
6
3
5

-
6
4
7

Ed
it 
a

Pr
op
er
ty

As
so

ci
at

e an 
Of

fi
ce

r
w
i
t
h 
a
Pr
op
er
ty

6
4
8

De
le

te a
Pr
op
er
ty

FI
G. 

6



U.S. Patent May 13, 2008 Sheet 10 of 49 US 7,373,346 B2

701

705 -730

Security Officer
(from Actors)

Log In
(from Use Cases)

Enter an Event

(from Use Cases)

720

Clock In

/(from Use Cases) 735

-710

Log Out

View DAR

(from Use Cases)

725
721

801-

Clock Out

(from Use Cases)

User

(from Actors)

FIG. 7

Submit DAR

(from Use Cases)

805

Log In
(from Use Cases)

835

View DAR Report
(from Use Cases)

810-

Log Out

FIG. 8

-825

View Summary Report
(from Use Cases)



Te
rr
ac
e S

ec
ur
it
y

Of
fi
ce
rs

-
9
3
0

Cl
ie
nt
s

U
s
e
r
s

T
e
r
r
a
c
e S

ec
ur
it
y Co

r
p
o
r
a
t
i
o
n

On
li
ne 

Ap
pl
ic
at
io
ns Ma

n
a
g
e
m
e
n
t Con

so
le

Pl
ea
se 

en
te

r 
y
o
u
r 
Us
er

lD 
a
n
d 
p
a
s
s
w
o
r
d to

 con
t
i
n
u
e
:

U
s
e
r
l
D

1
✓ 

90
1

9
1
0

P
a
s
s
w
o
r
d

9
2
0

C
o
n
t
i
n
u
e

FI
G. 

9

U.S. Patent May 13, 2008 Sheet 11 of 49 US 7,373,346 B2



Te
rr
ac
e S

ec
ur
it
y C

or
po

ra
ti

on
Se

cu
re

d R
ep

or
ti

ng C
on
so
le

L
o
g
g
e
d In

:
 Bor

gm
an
, St

ev
e

Da
il
y 
Ac

ti
vi

ty R
e
p
o
r
t

U.S. Patent May 13, 2008 Sheet 12 of 49 US 7,373,346 B2

G
u
a
r
d

Pr
op
er
ty

D
a
t
e

Te
rr
ac
e S

ec
ur
it
y

--
Al
I-
-

--
Al
l-
-

☑
11
/2
2/
20
00

1
0
1
0

1
0
2
0

1
0
3
0

1
0
4
0

S
h
o
w

D
A
R

1
0
3
0

S
u
m
m
a
r
y

L
o
g 
Ou

t

FI
G. 

1
0



U.S. Patent May 13, 2008 Sheet 13 of 49 US 7,373,346 B2

Shift 1

Guard

Terrace Security Corporation
Secured Reporting Console

Logged In: Borgman, Steve

Daily Activity Report

Calamari, Manni
Time In
10/12/2000 12:22:12 PM

Post

Memorial City Mall
Time Out
10/12/2000 12:22:26 PM
Radio Number

Terrace Security
Shift Code
dg dfg
Comments
dzfgdzg

DAR

Summary
Time In Time Out Code Comments IR

1:00:00 AM 1:00:00 AM 2906 dfgdfg
1:00:00 AM 1:00:00 AM 2918 sdt

Log Out Shift 2

Guard Post
Calamari, Manni Memorial City Mall
Time In Time Out
10/12/2000 5:03:26 PM

Radio Number
10/12/2000 5:03:32 PM

Shift Code
123 123
Comments
123

Time In Time Out
2:00:00 AM 1:00:00 AM

Shift 3
Guard
Calamari, Manni
Time In
10/12/2000 5:03:51 PM

Code Comments
2927 123

Post

Memorial City Mall
Time Out

IR

10/12/2000 5:04:54 PM
Radio Number

Shift Code
123
Comments 123

12312312312321

Time In Time Out Code
4:00:00 AM 3:00:00 AM 2907

FIG. 11A

Comments IR
123123



U.S. Patent May 13, 2008 Sheet 14 of 49 US 7,373,346 B2

Shift 4

Guard
Calamari, Manni
Time In
10/12/2000 5:05:04 PM
Shift Code
sfe

Post
Memorial City Mall
Time Out
10/12/2000 5:05:08 PM
Radio Number
sdf

Comments
asdfasd
Time In Time Out Code Comments IR

Shift 5

Guard
Calamari, Manni
Time In

Post
Memorial City Mall
Time Out

11/16/2000 8:22:58 PM 11/17/2000 11:38:04 AM
Shift Code Radio Number
Comments

Time In Time Out Code Comments IR

1:00:00 AM 1:00:00 AM 1607
1:00:00 AM 1:00:00 AM 1601
1:00:00 AM 1:00:00 AM 1603
1:00:00 AM 1:00:00 AM 1603

1:00:00 AM 1:00:00 AM 1603
1:00:00 AM 1:00:00 AM 1603 Y

1:00:00 AM 1:00:00 AM 1604
1:00:00 AM 1:00:00 AM 1605

Shift 6
Guard Post
Calamari, Manni
Time In
11/17/2000 11:38:10 AM

Memorial City Mall
Time Out
11/17/2000 11:40:56 AM

Shift Code Radio Number
412 234
Comments

Time In Time Out Code Comments IR

1:00:00 AM 1:00:00 AM 1615 qwe
1:00:00 AM 1:00:00 AM 1600
Shift 7
Guard Post
Calamari, Manni Memorial City Mall
Time In Time Out
11/17/2000 11:41:05 AM 11/20/2000 8:01:52 AM
Shift Code Radio Number
SDF asf
Comments
xsg
Time In Time Out Code Comments IR

FIG. 11B



U.S. Patent May 13, 2008 Sheet 15 of 49 US 7,373,346 B2

Shift 8

Guard
Calamari, Manni
Time In
11/20/2000 8:02:02 AM
Shift Code
tewt

Post
Memorial City Mall
Time Out
11/21/2000 3:12:03 PM
Radio Number
tet

Comments
asretae

Time In Time Out Code Comments IR

2:03:00 AM 5:00:00 AM 1604 comment Y

Shift 9
Guard Post
Calamari, Manni
Time In

Memorial City Mall
Time Out

11/21/2000 3:12:18 PM
Shift Code

11/21/2000 3:17:34 PМ
Radio Number

wer werwer

Comments
erwer

Time In Time Out Code Comments IR
1:00:00 AM 2:00:00 AM 1610 comments Y
5:00:00 AM 6:00:00 AM 1607 ar

Y

5:00:00 AM 6:00:00 AM 1607 ar
Y

Shift 10
Guard Post

Time In
Calamari, Manni

11/21/2000 3:56:21 PM

Memorial City Mall
Time Out
11/21/2000 4:07:48 PM

Shift Code Radio Number
we wet
Comments
qr

Time In Time Out Code Comments IR

1:00:00 AM 1:00:00 AM 1607 comment Y

8:00:00 AM 9:00:00 AM 1604 Y
1:00:00 AM 1:00:00 AM 1605 comment goes here... Y
1:00:00 AM 1:00:00 AM 1600 Y
1:00:00 AM 1:00:00 AM 1600 Y

Shift 11

Guard Post
Calamari, Manni Memorial City Mall
Time In Time Out
11/21/2000 9:09:58 PM 11/22/2000 9:20:43 AM
Shift Code Radio Number
wr3 wer

Comments
wrwaer

Time In Time Out Code Comments IR

FIG. 11C



U.S. Patent May 13, 2008 Sheet 16 of 49 US 7,373,346 B2

Shift 12
Guard
Calamari, Manni
Time In
10/12/2000 5:03:38 PM
Shift Code
123

Post
property 1
Time Out
10/12/2000 5:03:43 PM
Radio Number
123

Comments
123123

Time In
7:00:00 AM

Time Out
6:00:00 AM

Code
2940

Comments IR

12312321

Shift 13
Guard Post

Calamari, Manni property 1
Time In Time Out
11/22/2000 9:21:02 AM 11/22/2000 9:24:03 АM
Shift Code Radio Number
1234 12345
Comments
comment goes here

Time In
1:00:00 AM

Time Out
1:00:00 AM

Code
1601

Comments
comments for the event Y

go here

IR

FIG. 11D



Te
rr

ac
e S

ec
ur

it
y C

or
po

ra
ti

on

On
li
ne 

Ap
pl

ic
at

io
ns Ma

n
a
g
e
m
e
n
t Con

so
le

Lo
gg
ed 

In
:

 Bor
g
m
a
n
, St

e
v
e

U.S. Patent May 13, 2008 Sheet 17 of 49 US 7,373,346 B2

Of
fi
ce
r A

d
m
i
n

L
a
s
t 
N
a
m
e

Fi
rs
t 
N
a
m
e

B
a
d
g
e #

Bi
o

Te
rr

ac
e S

ec
ur
it
y

C
a
l
a
m
a
r
i

M
a
n
n
i

11
1

C
o
b
o
l 
T
e
a
c
h
e
r

☐
 Mel

a
n
c
o
n

R
o
b
b

5
5
5

-
1
2
1
0

Of
fi
ce
r

N
e
w

9
9
9

Of
fi
ce
rs

☐
 
S
a
m
s
o
n

Fr
ed
di
e

3
3
3

ed
it

re
ee

Cl
ie
nt
s

U
s
e
r
s

1
2
5
0

W
a
g
g
o
n
e
r

la
n

1
9

M
e

L
o
g 
O
u
t

O 
Wh
ip
pl
e

St
ev
e

2
2
2

12
20

1
2
3
0

Ed
it 

Se
le
ct
ed O

ff
ic
er >

>
De
le
te 

Se
le

ct
ed O

ff
ic

er

~
O
R
~

12
40

A
d
d 
N
e
w 

Of
fi
ce
r

FI
G. 

1
2



T
e
r
r
a
c
e S

ec
ur

it
y C

or
po
ra
ti
on

On
li
ne 

Ap
pl
ic
at
io
ns Ma

n
a
g
e
m
e
n
t Cons

o
l
e

Lo
gg

ed
 In

:
 Bo

rg
ma

n, S
te

ve

U.S. Patent May 13, 200 Sheet 18 of 49 US 7,373,346 B2

Cl
ie

nt 
A
d
m
i
n

Cl
ie
nt 
N
a
m
e

C
o
n
t
a
c
t N

a
m
e

P
h
o
n
e

E
m
a
i
l

Te
rr
ac
e S

ec
ur
it
y

Ο

Me
tr

oN
at
io
na
l

Je
ff 

Ja
rv

is
7
1
8
-
2
0
7
-
4
4
0
0 x71

8
4

jj
ar
vi
s@

Pr
op

er
ti

es
: pr

op
er

ty 1
, 
n
e
w

 prop
er

ty
-e

di
te

d,
 new pr

op
er

ty 2
, 
n
e
w 
pr
op
er
ty 3

-e
di
te
d

13
10
Ο

Of
fi
ce
rs

Cl
ie
nt
s

U
s
e
r
s

Ge
ne

ra
l G

r
o
w
t
h P

a
r
t
n
e
r
s
 Firs

t 
N
a
m
e

5
5
5
-
5
5
5
-
5
5
5
5

Pr
op

er
ti

es
: Mem

or
ia
l Ci

ty 
Ma
ll
, 
De
er
br
oo
k Mal

l, 
Pr
op
er
ty 3

fi
rs
t@
fi
rs
t

-
1
3
5
0

Ο

G
M
H 

Ca
pi
ta
l

L
o
g 
O
u
t

Pr
op
er

ti
es

:
1
3
2
0

1
3
3
0

Ed
it 

Se
le
ct
ed C

li
en
t >
>

De
le
te 

Se
le
ct
ed C

li
en
t

~
O
R
~

1
3
4
0

A
d
d 
N
e
w 

Cl
ie
nt

FI
G. 

1
3



Te
rr
ac
e S

ec
ur
it
y C

or
po
ra
ti
on

On
li
ne 

Ap
pl
ic
at
io
ns Ma

na
ge
me
nt Con

so
le

L
o
g
g
e
d In

:
 Bor

gm
an

, St
ev
e

U.S. Patent May 13, 2008 Sheet 19 of 49 US 7,373,346 B2

U
s
e
r 
A
d
m
i
n

L
a
s
t 
N
a
m
e

Fi
rs
t 
N
a
m
e

U
s
e
r 

ID
A
d
m
i
n

B
o
r
g
m
a
n

St
ev
e

st
ev

e
Y
e
s

Te
rr
ac
e S

ec
ur
it
y

O 
Ha
ys

W
a
y
n
e

w
a
y
n
e

Ye
s

M
a
d
i
s
o
n

C
a
r
m
e
n

c
a
r
m

Y
e
s

1
4
1
0

M
a
r
c
i
s

D
o
u
g

d
o
u
g

Y
e
s

Of
fi
ce
rs

C
l
i
e
n
t
s
1
4
5
0

U
s
e
r
s

L
o
g 
O
u
t

M
i
c
h
a
e
l
s

B
o
b

b
o
b

Y
e
s

Va
nd

er
bi

lt
A
r
t
h
u
r

ar
th
ur

Y
e
s

O
 Wag

g
o
n
e
r

la
n

ia
n

Y
e
s

1
4
2
0

1
4
3
0

Ed
it 

Se
le
ct
ed U

se
r 
>
>

D
e
l
e
t
e 
Se

le
ct

ed U
s
e
r

~
O
R
~

1
4
4
0

A
d
d 

N
e
w 
U
s
e
r

FI
G.
 
1
4



Te
rr
ac
e S

ec
ur
it
y C

or
po
ra
ti
on

Of
fi

ce
r C

o
n
s
o
l
e

|
Lo

gg
ed 

In
:
 

Ne
el

y, 
Be

rn
ar

d

In
ci
de
nt R

e
p
o
r
t

U.S. Patent May 13, 2008 Sheet 20 of 49 US 7,373,346 B2

T
S
C 
C
a
s
e #

In
ci
de
nt C

od
e/
Ty
pe

1
6
0
5
 - A

gg
ra
va
te
d Ro

bb
er
y

8

Te
rr
ac
e S

ec
ur
it
y

Lo
ca
ti
on

H
P
D 

C
a
s
e 
#

D
a
t
e
/
T
i
m
e Re

po
rt
ed

C
l
o
c
k 
In

/O
ut

E
n
t
e
r 
E
v
e
n
t
s

V
i
e
w 
D
A
R

S
u
b
m
i
t D

A
R

1
2

3
0

2
0
0
0

1
2
☑

0
0

스

Ο
A
M

P
M

Da
te

/T
im

e Oc
c
u
r
r
e
d

1
2

3
0

2
0
0
0

1
2

:
0
0

L
o
g 
O
u
t

A
M

P
M

H
F
D 

Un
it 
#

W
h
a
t 

Ho
sp

it
al

Pa
ra
me
di
c'
s Nam

e

In
de
nt
if
yi
ng Inf

or
ma

ti
on #1

L
a
s
t 
N
a
m
e

Fi
rs
t 
N
a
m
e

M
I

s
u
c
C
W

FI
G. 

1
5
A



Re
si
de
nc
e Ph

o
n
e

B
u
s
i
n
e
s
s Ph

o
n
e

D
O
B

1
2

3
0

2
0
0
0

A
d
d
r
e
s
s

S
S
N

D
L

De
pa

rt
me

nt
/P

ro
pe

rt
y

U.S. Patent May 13, 2008 Sheet 21 of 49 US 7,373,346 B2

Em
pl

oy
er

Su
sp

ec
t

is 
M
i
n
o
r

Pa
re
nt
/G
ua
rd
ia
n

B
y
 
W
h
o
m

N
a
m
e 

of
 Not

if
ie

d T
i
m
e

No
ti

fi
ed

1
2
☑

:
0
0

Ο
Y
e
s
 N

o
 

Ye
s
 N

o
A
M

P
M

In
de

nt
if

yi
ng Inf

or
ma
ti
on #2

L
a
s
t 
N
a
m
e

Fi
rs

t 
N
a
m
e

M
I

S
U
 C

 
W

R
e
s
i
d
e
n
c
e Ph

o
n
e

A
d
d
r
e
s
s

B
u
s
i
n
e
s
s Ph

o
n
e

D
O
B

1
2

3
0

2
0
0
0

S
S
N

D
L

FI
G. 

1
5
B



U.S. Patent May 13, 2008 Sheet 22 of 49 US 7,373,346 B2

E
m
p
l
o
y
e
r

De
pa

rt
me

nt
/P
ro
pe
rt
y

Su
sp
ec
t

is
M
i
n
o
r

Pa
re

nt
/G

ua
rd

ia
n

B
y
 
W
h
o
m

N
a
m
e o

f
 

No
ti
fi
ed

T
i
m
e

No
ti
fi
ed

Q
.

1
2

0
0

Y
e
s

N
o

Y
e
s

N
o

A
M

P
M

In
de
nt
if
yi
ng Inf

or
ma
ti
on #3

La
st 
N
a
m
e

Fi
rs

t 
N
a
m
e

M
I

O
S
U

C
W

R
e
s
i
d
e
n
c
e Ph

o
n
e

B
u
s
i
n
e
s
s Ph

o
n
e

D
O
B

1
2

3
0

2
0
0
0

A
d
d
r
e
s
s

S
S
N

D
L

E
m
p
l
o
y
e
r

De
pa

rt
me

nt
/P

ro
pe

rt
y

FI
G. 

1
5
C



S
u
s
p
e
c
t

Pa
re
nt
/G
ua
rd
ia
n

By 
W
h
o
m

N
a
m
e 

of
 Not

if
ie
d
 Ti

m
e

is
M
i
n
o
r

No
ti
fi
ed

Ο
1
2

0
0

A
M

P
M

Ye
s

N
o

Y
e
s

N
o

Ve
hi
cl
e I

nf
o 
#
1

Ve
hi
cl
e I

nf
o
 
#
2

Ve
hi
cl
e I

nf
o 
#
3

Ο
Ο

Ο
Ο

S
U

C
W

S
U
C
W

S
U

C
W

Ye
ar

T
o
w
e
d

Ye
ar

T
o
w
e
d

Ye
ar

T
o
w
e
d

Ο
Ο

Ο
Ο

Ο

Ο

Y
e
s

N
o

Y
e
s

N
o

Ye
s

N
o

M
a
k
e

M
a
k
e

M
a
k
e

M
o
d
e
l

M
o
d
e
l

M
o
d
e
l

Co
lo
r

Co
lo
r

Co
lo
r

L
i
c
e
n
s
e P

la
te 
#

L
i
c
e
n
s
e P

la
te 
#

L
i
c
e
n
s
e Pl

at
e 
#

V
I
N

V
I
N

V
I
N

FI
G. 

1
5
D

U.S. Patent May 13, 2008 Sheet 23 of 49 US 7,373,346 B2



N
A
R
R
A
T
I
V
E

W
r
i
t
e a

s
u
m
m
a
r
y of 

th
e 
in
ci
de
nt
, a

ns
we
ri
ng th

e 
qu
es
ti
on
s W

h
o
,
 
W
h
a
t
,
 
W
h
e
n
, W
h
e
r
e &

W
h
y
.

D
a
t
e

T
i
m
e

B
y 
W
h
o
m

1
2
☑

3
0

2
0
0
0

1
2
☑

0
0

Ο
A
M

P
M

F
O
L
L
O
W
-
U
P

s
u
b
m
i
t

FI
G. 

1
5
E

U.S. Patent May 13, 2008 Sheet 24 of 49 US 7,373,346 B2



T
e
r
r
a
c
e S

ec
ur
it
y C

or
po
ra
ti
on

Of
fi
ce
r C

o
n
s
o
l
e In

ci
de

nt I
nv
es
ti
ga
ti
on Rep

or
t

T
S
C 
C
a
s
e 
#

U.S. Patent May 13, 2008 Sheet 25 of 49 US 7,373,346 B2

I.
Ge
ne
ra
l I

nf
or
ma
ti
on

Da
te 

of
 Inc

id
en
t: 0

1
0
1

20
00

T
i
m
e 

of
 Inc

id
en

t: 0
1
: 

0
1

a
m M
o
n
d
a
yp
m

Te
rr
ac
e 
Se
cu
ri
ty

Da
y 

of 
W
e
e
k
:

☑

Da
te
 
R
e
p
o
r
t
e
d to 

Yo
u:
0
1
/
0
1
/
2
0
0
0
 Time Repo

rt
ed t

o
 

Yo
u: 
0
1
:
0
1

a
m

d
m

B
y
 
W
h
o
m
:

Pr
op
er
ty

Cl
oc

k 
In

/O
ut

N
a
m
e 
&

En
te

r 
Ev

en
ts

Lo
ca

ti
on

:
V
i
e
w 
D
A
R

S
u
b
m
i
t D

A
R

Sp
ec

if
ic L

oc
at
io
n of

 Inc
id
en
t:

L
o
g 

I
n

(d
es

cr
ib

e al
l

 ide
nt

if
yi

ng fa
ct

or
s o

f 
ex

ac
t 
pl
ac
e 
o
f

 inc
id
en
t:

m
e
a
s
u
r
e
m
e
n
t
s
, direc

ti
on
s, et

c.
)

FI
G. 

1
6
A



II
.
 
T
H
E

 COM
P
L
A
I
N
T
A
N
T
 -Check 

o
n
e
:

Te
na
nt

Vi
si

to
r

Co
nt

ra
ct

or
☐

 Emp
lo
ye
e:

C
o
m
p
l
e
t
e Se

ct
io

ns I
,I
I,
 

VI
I
 
& 

I
X

La
st 

N
a
m
e
:

Fi
rs

t 
N
a
m
e
:

Ad
dr
es
s:

M
a
l
e

S
S
N
:

F
e
m
a
l
e

Ci
ty
:

St
at
e:

A
g
e
:

He
ig

ht
:

"
ך

Zi
p:

P
h
o
n
e 
#
:
(

Ph
ys

ic
al D

is
ab

il
it

ie
s:

We
ig

ht
:

1
P
r
e
g
n
a
n
t
?

☐ 
Ye

s
 ☐
 
N
o
 I

f
ye
s, 

h
o
w 
m
a
n
y 
m
o
n
t
h
s

D
o
e
s 
Co

mp
la

in
ta

nt wea
r 
gl
as
se
s?

☐
 

Ye
s
 
☐
 
N
o 

If
y
e
s
, 
w
h
a
t 
ki

nd

P
l
a
c
e 
of

 Em
p
l
o
y
m
e
n
t
:

A
d
d
r
e
s
s
:

Po
si
ti
on
:

Ci
ty

:
St
at
e:

Zi
p:

P
h
o
n
e 
#:
(

FI
G. 

1
6
B

U.S. Patent May 13, 2008 Sheet 26 of 49 US 7,373,346 B2



Dr
iv
er
's L

i
s
c
e
n
s
e #

St
at
e:

Da
te 

o
f

 Exp
ir

at
io

n :
0
1
/
0
1
/
2
0
0
0

Ve
hi
cl
e D

es
cr
ip
ti
on
:

L
i
c
e
n
s
e P

la
te 
#
:

St
at
e:

Ve
hi
cl
e I

ns
ur
an
ce
?:
☐
 

Ye
s

N
o

I
n
s
u
r
a
n
c
e Co

m
p
a
n
y
:

Po
li

cy 
#

Po
li
cy 

Ho
ld
er
:

II
I.
 

FI
RS

T 
A
I
D 

(t
re

at
me

nt Re
nd
er
ed
 to

st
ab
al
iz
e C

om
pl
ai
nt
an
t)

No
t 
Of

fe
re

d
 -wh

y
?

Of
fe

re
d

B
y
 
w
h
o
m
; w

h
y
?

Of
fe
r

De
cl
in
ed

Ta
ke
n

Ho
sp
it
al N

a
m
e
?

to
 Hos

pi
ta
l

Ta
ke
n 
by
:
☐

P
a
r
a
m
e
d
i
c
'
s Nam

e
A
m
b
u
l
a
n
c
e

H
F
D 

Un
it 
#

FI
G. 

1
6
C

U.S. Patent May 13, 2008 Sheet 27 of 49 US 7,373,346 B2



Ot
he

r, 
Ex
pl
ai
n:

☐
Se
lf

Ta
ke

n a
t
 
W
h
o
s
e 
Re

qu
es

t?
Co
mp
la
in
ta
nt

Ot
he
r, 

Ex
pl

ai
n:

N
a
m
e o

f
 Con

ta
ct

:
E
m
e
r
g
e
n
c
y Con

t
a
c
t N

ot
if
ie
d?

Ye
s

N
o

N
/
A

IV
.

 CON
D
I
T
I
O
N OF 

T
H
E

 COM
P
L
A
I
N
A
N
T (For 

SL
IP

/F
AL

L IN
C
I
D
E
N
T On

ly
)

A. 
B
E
F
O
R
E t

h
e 
In
ci
de
nt

Ca
rr

yi
ng a

ny
th

in
g?

B.
 AF

T
E
R t

he 
In
ci
de
nt☐
 

Ye
s 
☐
 
N
o 

If
y
e
s
, 
w
h
a
t 
w
a
s 

be
in

g 
ca
rr
ie
d?

D
e
s
c
r
i
b
e an

y 
vi
si
bl
e i

nj
ur
y o

r
 
d
a
m
a
g
e to

 clo
th
in
g

Co
mp
la
in
an
t'
s desc

ri
pt

io
n of 

a
n
y
 

in
ju
ry 

an
d 
w
h
e
r
e o

n
 

th
ei
r 
bo
dy 

it
's 

lo
ca
te
d

FI
G. 

1
6
D

☑

U.S. Patent May 13, 2008 Sheet 28 of 49 US 7,373,346 B2



De
sc
ri
be C

om
pl
ai
na
nt
's reac

ti
on t

o 
th
e 
in
ci
de
nt

De
sc
ri
be s

ho
es
 w

o
r
n 
by

 Com
pl
ai
na
nt

S
o
l
e 

ma
te
ri
al
s:
O 

Le
at
he
r
O
R
u
b
b
e
r

O
V
i
n
y
l

W
o
o
d

Ot
he

r-
de

sc
ri

be

D
e
s
c
r
i
b
e he

el
s 

(h
ei
gh
t, m

at
er

ia
l, c

on
di

ti
on

):

Ov
er
al
l c

on
di

ti
on of 

sh
oe
s:
O 

G
o
o
d

Av
er
ag
e

Po
or

V.
 IN

C
I
D
E
N
T IN

V
O
L
V
I
N
G MI

N
O
R
S

W
a
s 

th
e 
m
i
n
o
r 
ac

co
mp

an
ie

d by a
n
y
o
n
e a

t
 

th
e 
t
i
m
e 
of 

th
e 
In
ci
de
nt
?

Y
e
s
 N

o

Re
la
ti
on
sh
ip to 

M
i
n
o
r

FI
G. 

1
6
E

If
ye
s, 
w
h
o
?

U.S. Patent May 13, 2008 Sheet 29 of 49 US 7,373,346 B2



If
un
ac
co
mp
an
ie
d,
 was s

o
m
e
o
n
e re

sp
on
si
bl
e for 

t
h
e 
m
i
n
o
r
?

Ye
s

N
o
 

If
ye
s, 
w
h
o
?

Re
la
ti
on
sh
ip to 

M
i
n
o
r

W
h
e
r
e w

a
s 

th
is 

p
e
r
s
o
n a

t
 

th
e 
ti
me 

of 
t
h
e 
in

ci
de

nt
?

VI
.

 INC
I
D
E
N
T DE

S
C
R
I
P
T
I
O
N

Co
mp
la
in
an
t'
s detai

le
d d

es
cr

ip
ti

on of 
h
o
w 
th

e 
in

ci
de

nt o
cc
ur
re
d (

wh
at 

d
o
e
s 
t
h
e

 Com
pl

ai
na

nt
fe
el 
c
a
u
s
e
d t

he
 inci

de
nt

?)
. Ift

he
 Com

pl
ai

na
nt
 isun

a
b
l
e t

o
 

te
ll
 
y
o
u 
wh
at 

ha
pp
en
ed
, rec

on
st
ru
ct

a
s 
m
u
c
h a

s 
y
o
u 
c
a
n 
fr
om 

ph
ys
ic
al e

vi
de
nc
e or

 wit
n
e
s
s
e
s
-
d
o not 

a
s
s
u
m
e an

y 
fa
ct
s 
ab
ou
t 
t
h
e

in
ci
de
nt
.

A
.

 Des
cr

ip
ti

on of 
t
h
e 
In

ci
de

nt S
it
e

1
.
 

Ty
pe 

of
Wa
lk
wa
y:

Fl
oo
r 
O 

St
ai
rw
ay

R
a
m
p

St
re
et

Es
ca
la
to
r

Pa
rk

in
g L

ot

2.
 Su

r
f
a
c
e ma

te
ri
al
:

FI
G. 

1
6
F

Ot
he

r-
de

sc
ri

be

U.S. Patent May 13, 2008 Sheet 30 of 49 US 7,373,346 B2



U.S. Patent

O 
Ca
rp
et
 Vin

yl 
ti
le

C
e
r
a
m
i
c ti

le
 
O
 
T
e
r
r
a
z
o
 O 

Ma
rb
le
 Qua

rr
y 

Ti
le

Ru
g

O 
Gr

as
s

C
o
n
c
r
e
t
e

As
ph
al
t

Gr
av
el
 Met

al
 O
 

Di
rt

O
t
h
e
r
-
d
e
s
c
r
i
b
e

3. 
Fo

re
ig

n s
u
b
s
t
a
n
c
e pr

es
en

t? (
So
da
, 
wa
te
r, 

ic
e, 

s
n
o
w
, 

et
c.
)
 O
 

Ye
s

N
o

W
h
a
t 
d
o
e
s 
s
u
b
s
t
a
n
c
e app

e
a
r t

o
 
b
e
?

D
e
s
c
r
i
b
e su

b
s
t
a
n
c
e
: Col

o
r

O
d
o
r

A
m
o
u
n
t

Sp
il

l 
pa
tt
er
n

D
e
s
c
r
i
b
e
: Te

xt
ur
e

FI
G. 

1
6
G

May 13, 2008 Sheet 31 of 49 US 7,373,346 B2



(o
il
y, 

gr
it
ty
, 
bu
bb
ly
, e

tc
.) 

Co
ns

is
te

nc
y

(m
el
te
d, c

ru
sh
ed
, so

li
d, 

et
c.

)

4.
 Ski

d/
st
re
ak ma

r
k
s 
O
 
Y
e
s
 N

o
 

Su
bs
ta
nc
e on 

s
h
o
e
s o

r
cl
ot
hi
ng
 O
 
Y
e
s

N
o

H
o
w 

di
d

 sub
st
an
ce
 com

e 
to 
b
e 
o
n
 
t
h
e 
fl

oo
r?

U.S. Patent May 13, 2008 Sheet 32 of 49 US 7,373,346 B2

5.
An

y 
ot

he
r 
ob
je
ct 
i
n
v
o
l
v
e
d
?
Y
e
s
 No I

f
ye

s, 
de
sc
ri
be o

bj
ec

t/
co

mp
os

it
io

n

Lo
ca

ti
on o

f
 

ob
je
ct

R
e
a
s
o
n fo

r
 

lo
ca
ti
on o

f
 ob

j
e
c
t

An
yt
hi
ng u

n
u
s
u
a
l a

bo
ut 

ob
je
ct
?

(b
ro
ke
n, u

ns
ta

bl
e, n

o
t 

in
us
ua
l 
pl
ac
e, 

et
c.
)

B.
 Unu

s
u
a
l S

ur
fa
ce 

Co
nd
it
io
ns Pr

es
en
t?

Y
e
s

N
o
 

If
ye
s, 

de
sc
ri
be n

a
t
u
r
e 

of
 con

di
ti
on

FI
G. 

1
6
H



Di
me
ns
io
ns

C.
 Lig

ht
in
g C

on
di
ti
on
s

1
.
O 

Na
tu

ra
l

Ar
ti
fi
ci
al
-d
es
cr
ib
e

De
br

is 
pr
es
en
t?

Y
e
s 
O
 
N
o

If
y
e
s
, 
de

sc
ri

be

(t
yp

e 
of 

bu
lb
, 
et

c.
)

2. 
D
o
e
s 
th
e

 com
pl
ai
na
nt fee

l 
th
at 

li
gh
ti
ng w

a
s 
a
co
nt
ri
bu
ti
ng fac

t
o
r i

n
ca
us
in
g t

he 
in

ci
de

nt
?

O 
Y
e
s 
O
 
N
o
 

If
y
e
s
, 
ex
pl
ai
n

D.
 Wea

t
h
e
r C

on
di

ti
on

s

De
sc
ri
be o

ut
do
or w

ea
th

er
, ev

e
n 

if
in
ci
de
nt w

a
s 

in
si

de

(c
lo

ud
y, s

un
ny
, 
sn

ow
in

g, r
ai
ni
ng
, e

tc
.)

VI
I.

 PHO
T
O
G
R
A
P
H
S

W
e
r
e 

ph
ot

os 
t
a
k
e
n
?

Ye
s

N
o

H
o
w 
m
a
n
y
?

FI
G. 

1
6
1

U.S. Patent May 13, 2008 Sheet 33 of 49 US 7,373,346 B2



B
y
 
w
h
o
m
?

D
a
t
e 
& 
T
i
m
e 
T
a
k
e
n

W
h
e
r
e a

r
e 
ph
ot
os 

st
or
ed
?

VI
II
. 
W
I
T
N
E
S
S
E
S

A
s
k 
th
e
 

fo
ll

ow
in

g qu
es

ti
on
s to 

e
a
c
h 
p
e
r
s
o
n a

t 
o
r 
n
e
a
r 
th
e 
in

ci
de

nt s
c
e
n
e
. I

nc
lu
de 

al
l
 

pe
op

le 
w
h
o

mi
gh
t 
ha

ve 
s
e
e
n 

th
e

 com
pl

ai
na

nt or t
he 

s
c
e
n
e 
sh

or
tl

y b
ef
or
e, 

du
ri
ng 

o
r 

ju
st 

af
te
r 
th
e 

in
ci
de
nt
.

A
. N
a
m
e

A
d
d
r
e
s
s

Ci
ty

St
at
e

Zi
p

P
h
o
n
e
#

W
h
a
t w

a
s 

th
is 

pe
rs

on
's i

nv
ol
ve
me
nt wit

h 
th
e 
in
ci
de
nt
?

FI
G. 

1
6
J

U.S. Patent May 13, 2008 Sheet 34 of 49 US 7,373,346 B2



Hi
s/
he
r l

oc
at

io
n at 

th
e 
t
i
m
e 

of
th

e 
in
ci
de
nt
?

De
sc
ri
be in

de
ta
il 

ex
ac
tl
y w

h
a
t 

he
/s
he 

sa
id

De
sc

ri
be a

n
y

 con
ve
rs
at
io
n this 

W
i
t
n
e
s
s h

ad
 

wi
th 

t
h
e

 Com
pl

ai
na

nt

B
. N
a
m
e

A
d
d
r
e
s
s

Ci
ty

FI
G. 

1
6
K

St
at
e

U.S. Patent May 13, 2008 Sheet 35 of 49 US 7,373,346 B2



Zi
p

P
h
o
n
e
#

W
h
a
t w

a
s 

th
is 

pe
rs
on
's i

nv
ol
ve
me
nt wit

h 
t
h
e
 

in
ci
de
nt
?

Hi
s/

he
r l

oc
at

io
n at 

th
e 
t
i
m
e 
o
f
 

th
e 
in

ci
de

nt
?

D
e
s
c
r
i
b
e in 

de
ta

il 
ex

ac
tl

y w
h
a
t 
he
/s
he 

sa
id

D
e
s
c
r
i
b
e an

y
 con

ve
rs
at
io
n this 

W
i
t
n
e
s
s h

a
d 

wi
th 

th
e

 Com
pl

ai
na

nt

FI
G. 

1
6
L

☑

☑

U.S. Patent May 13, 2008 Sheet 36 of 49 US 7,373,346 B2



C. N
a
m
e

Ci
ty

Zi
p

A
d
d
r
e
s
s

St
at
e

P
h
o
n
e
#

W
h
a
t w

a
s 

th
is 

pe
rs

on
's i

nv
ol
ve
me
nt wit

h 
th
e 
in
ci
de
nt
?

Hi
s/
he
r l

oc
at
io
n at 

th
e 
ti
me 

o
f
 

th
e 
in
ci
de
nt
?

De
sc

ri
be i

n
 

de
ta

il 
ex
ac
tl
y w

h
a
t 
he

/s
he 

sa
id

FI
G. 

1
6
M

U.S. Patent May 13, 2008 Sheet 37 of 49 US 7,373,346 B2



De
sc

ri
be a

n
y

 con
v
e
r
s
a
t
i
o
n this 

W
i
t
n
e
s
s h

ad
 

wi
th 

th
e

 Com
pl

ai
na

nt

IX
.

 EM
P
L
O
Y
E
E INC

I
D
E
N
T

D
e
p
a
r
t
m
e
n
t

Ti
tl
e

Su
pe

rv
is

or

Ty
pe 

o
f

 inc
id
en
t: O
 

In
ju

ry
Ve

hi
cl

e
Pr
op
er

ty D
a
m
a
g
e

Ty
pe 

o
f
 

in
ju
ry

FI
G. 

1
6
N

U.S. Patent May 13, 2008 Sheet 38 of 49 US 7,373,346 B2



Te
rr
ac
e S

ec
ur
it
y

1
7
1
0

D
A
R

S
u
m
m
a
r
y

T
e
r
r
a
c
e S

ec
ur
it
y C

or
po
ra
ti
on

S
e
c
u
r
e
d R

ep
or

ti
ng C

on
so

le

Pl
ea

se 
en
te
r 
y
o
u
r 
Us
er
lD 

an
d 
p
a
s
s
w
o
r
d to

 con
t
i
n
u
e
:

U
s
e
r
l
D

✓
1
7
2
0

1
7
3
0

P
a
s
s
w
o
r
d

1
7
4
0

C
o
n
t
i
n
u
e

FI
G. 

1
7

U.S. Patent May 13, 2008 Sheet 39 of 49 US 7,373,346 B2



T
e
r
r
a
c
e S

ec
ur
it
y C

or
po

ra
ti

on
Se
cu
re
d R

ep
or
ti
ng C

o
n
s
o
l
e

Lo
gg

ed
 In

:
 Mad

is
on
, C

a
r
m
e
n

Da
il

y 
Ac

ti
vi

ty R
ep

or
t

U.S. Patent May 13, 2008 Sheet 40 of 49 US 7,373,346 B2

Gu
ar
d

Te
rr
ac
e S

ec
ur
it
y

Pr
op
er
ty

Da
te

--
Al
l-
-

☑
--
Al
l-
-

☑
12
/2
0/
20
00

1
8
2
0
-

1
8
3
0

1
8
4
0

E
v
e
n
t 
C
o
d
e

D
A
R

1
8
1
0

--
Al
l-
-

S
u
m
m
a
r
y

1
8
5
0

1
8
6
0

S
h
o
w

L
o
g 
O
u
t

FI
G. 

1
8



Cl
ie
nt
s

P
K
I
D
: I

NT

N
a
m
e
: V

A
R
C
H
A
R
(
5
0
)

◇
<
<
P
K
>
> PK 

Cl
ie

nt
s(

)
<
<
U
n
i
q
u
e
>
> IX_Cl

ie
nt
s U

ni
qu
e 
Na
me
)

1

<<
No

n-
Id

en
ti

fy
in

g>
>

P
K
I
D
: I

N
T

Us
er
s

Fi
rs
tN
am
e: CH

AR
(3
0)

L
a
s
t
N
a
m
e
: CH

AR
(3
0)

Us
er
Na
me
: CH

AR
(2
0)

Pa
ss
wo
rd
: CH

AR
(2
0)

◇
<
<
P
K
>
> PK_

Us
er
s(
)

◇
<
<
U
n
i
q
u
e
>
 IX Use

rs 
Un
iq
ue 

Us
er
Na
me
()

→
<
<
I
n
d
e
x
>
> IX Us

er
s 

Pr
im

ar
y_

Ke
y(

P
K
I
D
: I

N
T

0
.
.
*

Pr
op
er
ti
es

F
K

 Cli
en
tI
D:
 INT

N
a
m
e 

:
VA

RC
HA

R(
50

)

◇
<
<
P
K
>
> PK_

Pr
op
er
ti
es
()

>
<
<
U
n
i
q
u
e
>
> IX Pro

pe
rt
ie
s_
Un
iq
ue
_N
am
e(
)

→
<
<
F
K
>
>
 FK 

Pr
op
er
ti
es C

li
en
ts
()

Da
ta
ba
se D

ia
gr
am

FI
G. 

1
9
A

U.S. Patent May 13, 2008 Sheet 41 of 49 US 7,373,346 B2



<
<
C
l
a
s
s M

o
d
u
l
e
>
>

CU
se
rs

o
m 

st
rW
eb
si
te
: St

ri
ng

Sh
ow
AI
I(
)

Sh
ow
De
ta
il
s(
)

Up
da
te
()

Ad
d(
)

De
le

te
()

Ob
je

ct
Co

ns
tr

uc
t_

Co
ns

tr
uc

t(
)

Bu
si
ne
ss S

er
vi
ce
s

<
<
C
l
a
s
s M

o
d
u
l
e
>
>

CC
li

en
ts

o
m 

st
rW
eb
si
te
 :St

ri
ng

Sh
ow
Al
l(
)

Sh
ow

De
ta

il
s(

)
Up
da
te
()

Ad
d(
)

De
le
te
()

<
<
I
m
p
l
e
m
e
n
t
s
>
>

lO
bj

ec
tC

on
st

ru
ct

Ob
je
ct
Co
ns
tr
uc
t_
Co
ns
tr
uc
t(
)

<
<
I
m
p
l
e
m
e
n
t
s
>
>

1O
bj
ec
tC
on
st
ru
ct

FI
G. 

1
9
B

IO
bj
ec
tC
on
st
ru
ct

(f
ro

m 
CO

MS
VC

SL
ib Ver 

1
.
0
 
(
C
O
M
+ S

er
vi
ce
s T

yp
e
 

Li
br

ar
y)

)

U.S. Patent May 13, 2008 Sheet 42 of 49 US 7,373,346 B2



Er
ro

r
 

Lo
gg

in
g

<
<
C
l
a
s
s M

o
d
u
l
e
>
>

Cl
og
ge
r

Wr
it

eE
rr

or
s_

Se
nd

()

<
<
I
m
p
l
e
m
e
n
t
s
>
>

TS
EC
In
te
rf
ac
es
.I
Wr
it
eE
rr
or
s

FI
G. 

1
9
C

<
<
C
l
a
s
s M

o
d
u
l
e
>
>

IW
ri
te
Er
ro
rs

(f
ro
m
 

TS
EC
In
te
rf
ac
es
)

Se
nd
()

U.S. Patent May 13, 2008 Sheet 43 of 49 US 7,373,346 B2



<
<
I
m
p
l
e
m
e
n
t
s
>
>

TS
EC
In
te
rf
ac
es
. Writ

eD
at
a

<
<
C
l
a
s
s M

o
d
u
l
e
>
>

CG
et
Us
er
s

om
_s
tr
Co
nn
ec
t: String

Re
ad

Da
ta

_G
et

Da
ta

()
0b
je
ci
Co
ns
tr
uc
t Cons

tr
uc
t(
)

<
<
I
m
p
l
e
m
e
n
t
s
>
>

TS
EC
In
te
rf
ac
es
. IRea

dD
at

a

<
<
I
m
p
l
e
m
e
n
t
s
>
>

CO
MS
VC
SL
ib
.I
Ob
je
ct
Co
ns
tr
uc
t

<
<
C
l
a
s
s M

o
d
u
l
e
>
>

CD
el
et
eU
se
r

o
m
_
s
t
r
C
o
n
n
e
c
t
: String

<
<
I
m
p
l
e
m
e
n
t
s
>
>Wr

it
eD

at
a P

ut
Da

ta
()

0b
je

ct
Co

ns
tr

uc
t_

Co
ns

tr
uc

t(
)

CO
MS
VC
SL
ib
.l
Ob
je
ct
Co
ns
tr
uc
t

lO
bj
ec
tC
on
st
ru
ct

(f
ro
m 
CO
MS
VC
SL
ib Ve

r
 

1.
0
 
(
C
O
M
+ 

Se
rv
ic
es T

yp
e
 

Li
br
ar
y)
)

U.S. Patent May 13, 2008 Sheet 44 of 49 US 7,373,346 B2

<
<
C
l
a
s
s M

o
d
u
l
e
>
>

IR
ea

dD
at

a

(f
ro

m 
TS
EC
In
te
rf
ac
es
)

Ge
tD
at
a(
)

<
<
I
m
p
l
e
m
e
n
t
s
>
>

TS
EC

In
te

rf
ac

es
.R

ea
dD

at
a

<
<
I
m
p
l
e
m
e
n
t
s
>
>

CO
MS
VC
SL
Ib
.l
Ob
je
ct
Co
ns
tr
uc
t

<
<
C
l
a
s
s M

o
d
u
l
e
>
>

CG
et
Us
er
De
ta
il
s

o
m 

st
rC

on
ne

ct
: Stri

ng

Re
ad

Da
ta

_G
et

Da
ta

()
lO
bj
ec
tC
on
st
ru
ct Cons

tr
uc
t(
)

Us
er 

Da
ta 

Se
rv

ic
es

<
<
m
p
l
e
m
e
n
t
s
>
>

CO
MS
VC
SL
ib
.l
Ob
je
ct
Co
ns
tr
uc
t

<
<
C
l
a
s
s M

o
d
u
l
e
>
>

CU
pd

at
eU

se
r

om
_s
tr
Co
nn
ec
t: Strin

g

Wr
it
eD
at
a_
Pu
tD
at
a(
)

l0
bj
ec
tC
on
st
ru
ct
_C
on
st
ru
ct
()

<
<
I
m
p
l
e
m
e
n
t
s
>
>

CO
MS
VC
SL
ib
.l
Ob
je
ct
Co
ns
tr
uc
t

<
<
C
l
a
s
s M

o
d
u
l
e
>
>

CP
ut
Us
er

o
m 

st
rC
on
ne
ct
 : St

ri
ng

Wr
it
eD
at
a_
Pu
tD
at
a(
)

l0
bj

ec
tC

on
st

ru
ct

_C
on

st
ru

ct
()

<
<
I
m
p
l
e
m
e
n
t
s
>
>

--
-T

SE
CI

nt
er
fa
ce
s.
IW
ri
te
Da
ta

<
<
I
m
p
l
e
m
e
n
t
s
>
>

TS
EC
In
te
rf
ac
es
. Writ

eD
at
a

<
<
C
l
a
s
s M

o
d
u
l
e
>
>

IW
ri
te
Da
ta

(f
ro

m 
TS
EC
In
te
rf
ac
es
)

FI
G. 

1
9
DPu

tD
at

a(
)



<
<
C
l
a
s
s Mo

d
u
l
e
>
>

CG
et
Cl
ie
nt
De
ta
il
s

o
m 

st
rC

on
ne

ct
: Stri

ng

Re
ad
Da
ta
_G
et
Da
ta
()

0b
je

ct
Co

ns
tr

uc
t_

Co
ns

tr
uc

t(
)

<
<
I
m
p
l
e
m
e
n
t
s
>
>

TS
EC
In
te
rf
ac
es
.I
Re
ad
Da
ta

<
<
I
m
p
l
e
m
e
n
t
s
>
>

CO
MS
VC
SL
Ib
.l
Ob
je
ct
Co
ns
tr
uc
t

<
<
C
l
a
s
s M

o
d
u
l
e
>
>

CU
pd

at
eC

li
en

t

o
m 

st
rC

on
ne

ct
: Str

in
g

<
<
I
m
p
l
e
m
e
n
t
s
>
>Wr

it
eD

at
a P

ut
Da
ta
()

l0
bj

ec
tC

on
st

ru
ct

_C
on

st
ru

ct
()

CO
MS
VC
SL
ib
.l
Ob
je
ct
Co
ns
tr
uc
t

¡O
bj
ec
tC
on
st
ru
ct

(f
ro
m
 

CO
MS
VC
SL
Ib Ver 

1.
0
 
(
C
O
M
+ 

Se
rv
ic
es T

yp
e
 

Li
br
ar
y)
)

<
<
I
m
p
l
e
m
e
n
t
s
>
>

TS
EC
In
te
rf
ac
es
.I
Wr
it
eD
at
a

<
<
C
l
a
s
s Mo

d
u
l
e
>
>

IR
ea
dD
at
a

(f
ro

m 
TS

EC
In

te
rf

ac
es

)

Ge
tD
at
a(
)

<
<
I
m
p
l
e
m
e
n
t
s
>
>

TS
EC
In
te
rf
ac
es
. Rea

dD
at
a

<
<
I
m
p
l
e
m
e
n
t
s
>
>

CO
MS
VC
SL
ib
.l
Ob
je
ct
Co
ns
tr
uc
t

<
<
I
m
p
l
e
m
e
n
t
s
>
>

CO
MS
VC
SL
Ib
.l
Ob
je
ct
Co
ns
tr
uc
t

<
<
C
l
a
s
s M

o
d
u
l
e
>
>

CD
el

et
eC

li
en

t

om
_s

tr
Co

nn
ec

t: Strin
g

Wr
it

eD
at

a P
ut
Da
ta
()

l0
bj

ec
tC

on
st

ru
ct

_C
on

st
ru

ct
()

<
<
I
m
p
l
e
m
e
n
t
s
>
>

--
TS
EC
In
te
rf
ac
es
.I
Wr
it
eD
at
a

<
<
I
m
p
l
e
m
e
n
t
s
>
>

TS
EC
In
te
rf
ac
es
.I
Wr
it
eD
at
a

<
<
C
l
a
s
s M

o
d
u
l
e
>
>

IW
ri
te
Da
ta

(f
ro
m 
TS
EC
In
te
rf
ac
es
)

Pu
tD

at
a(

)

<
<
C
l
a
s
s Mo

d
u
l
e
>
>

CG
et
Cl
ie
nt
s

o
m
_
s
t
r
C
o
n
n
e
c
t
: String

Re
ad

Da
ta 

Ge
tD
at
a(
)

Ob
je

ct
Co

ns
tr

uc
t_

Co
ns

tr
uc

t(
)

Cl
ie
nt 

Da
ta 

Se
rv
ic
es

<
<
I
m
p
l
e
m
e
n
t
s
>
>

CO
MS

VC
SL

ib
.l

Ob
je

ct
Co

ns
tr

uc
t

<
<
C
l
a
s
s M

od
ul
e>
>

CP
ut
Cl
ie
nt

om
_s
tr
Co
nn
ec
t: Strin

g

Wr
it
eD
at
a_
Pu
tD
at
a(
)

0b
je
ct
Co
ns
tr
uc
t_
Co
ns
tr
uc
t(
)

FI
G. 

1
9
E

U.S. Patent May 13, 2008 Sheet 45 of 49 US 7,373,346 B2



<
<
C
l
a
s
s Mo

d
u
l
e
>
>

IW
ri

te
Er

ro
rs

<
<
C
l
a
s
s M

o
d
u
l
e
>
>

IR
ea

dD
at

a
Se
nd
()

Ge
tD
at
a(
)

In
te
rf
ac
es a

nd 
Ev

en
t 
Cl
as
se
s

<
<
C
l
a
s
s M

o
d
u
l
e
>
>

IW
ri

te
Da

ta

Pu
tD
at
a(
)

FI
G. 

1
9
F

U.S. Patent May 13, 2008 Sheet 46 of 49 US 7,373,346 B2



U.S. Patent May 13, 2008 Sheet 47 of 49 US 7,373,346 B2

<<Class Module>>

Dataset

<<Const>> xmlRoot : Integer = 0
m_objCollection: Collection
m_nErrorNumber : Long

m_strErrorDescription
om_strXML: String

m_strStream : String
om_strXSL: String

m_strHTML: String

XML2HTML()
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LoadXML()
LoadXSL()
Add()
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<<Class Module>>

Field

Remove) m_FieldName: String
Collection2Recordset() m_FieldValue: Variant
Recordset2XML() om_FieldSize : Long
XML2Recordset()

Recordset2Collection()
0<<Let>> FieldValue()

<<Collection>> ><<Set>> FieldValue(
CreateStream()

◇<<Get>> FieldValue()ParseStream()
Class_Initialize() ><<Let>> FieldName(

◇<<Get>> FieldName()Class_Terminate()
→<<Set>> ADORecordset() 0<<Let>> FieldType()

◇<<Get>> ADORecordset()
◇<<Let>> ErrNumber()

0<<Get>> FieldType()
0<<Let>> FieldSize()
><<Get>> FieldSize(

<<Get>> ErrNumber()
0<<Let>> ErrDescription()
◇<<Get>> ErrDescription) FIG. 19G
©<<Let>> Stream()
<<Get>> Stream()

0<<Let>> XML()
<<Get>> XML()

0<<Let>> XSL()
0<<Get>> XSL()

@0<<Let>> HTML()
<<Get>> HTML()

0<<Get>> Item()
◇<<Get>> Count()
<<Get>> NewEnum()
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METHODS AND APPARATUS FOR

2

IMPROVED SECURITY SERVICES

CROSS-REFERENCE TO RELATED

APPLICATIONS

This application claims priority to U.S. provisional patent

application Ser. No. 60/258,419 filed Dec. 27, 2000.

FIELD OF THE INVENTION

possibly filed for later use. This same conventional approach
also typically applies to the preparation and provision of

incident reports, which are conventional for reporting on an

incident, such as a break-in, fire, injury, theft, assault, or any
5 other type of even that a client might be interested in

monitoring and recording. This conventional approach to
security services thus delays a client's access to such reports,

and makes it difficult and costly for the client to maintain

copies of the reports and/or the information provided in the
10 reports for possible later use.

This invention relates to methods and apparatus for pro-
viding and obtaining security services. More particularly,

this invention relates to methods and apparatus for security
services in a manner intended to improve the speed and 15

efficiency, as well as the quality and quantity, of the infor-
mation provided to and obtained by customers of security
services, as well as the interaction between the customer and

the personnel providing the security services, and to

improve customer satisfaction through customer interaction 20

in initial program development and provide improved secu-
rity services.

BACKGROUND OF THE INVENTION

Conventional approaches to security services often

involve uniformed personnel. Such personnel may have

varying degrees of training before actually working on site
at a location where security services are needed. Most, if not

all, aspects of such personnel are determined by the com-

pany which contracts with a property owner or manager to

provide such personnel to provide such security services.
Thus, with conventional security services, the service pro-
vider determines who will serve a security personnel for a

particular client or at a particular site, what training such
personnel will have before providing services to the client or

at the site, what uniforms will be worn by such personnel,
and so forth.

25

30

In addition, personnel turnover at companies which use
such conventional methods tends to be rather high. The

turnover rate for contracts between the security service

companies and their clients tends to be rather high. Third,
even effective security services do not necessarily result in
customer satisfaction or increased loyalty. Security services
which reduce crime rates to little or no crime are not

necessarily enough to prevent high rates of contract turnover

or employee turnover.
Many recent advances in technology have not been

applied to improve the conventional approach to providing
security services. For example, the Internet is not used to

provide security services. The Internet essentially consists of

a network of computers, often connected through telephone

lines (although sometime connected through other means,
such as fiber-optic cables, wireless radio signals, infrared
signals, and the like). Computer files on computers con-
nected to the Internet can be accessed by other users of the

Internet. Information stored on the computers connected to

the Internet is usually lodged in files called web pages,
which can include printed matter, sounds, pictures, video

clips, and links to other files and web pages. Such web pages
are typically formatted so that a user can place a cursor over

an icon relating to a given file, and then access that file by
35 clicking once.

40

In addition to uniformed security officers who patrol a
client's premises and thereby provide security services,

conventional security services can include visual surveil-

lance and monitoring. Such conventional visual monitoring

can include the use of cameras at preselected locations in or

around a client's premises or facility. Such cameras can
provide visual images to a remote location where a security
officer can monitor them. Such a location can be a remote

command center. In addition, such conventional systems
allow the cameras to automatically sweep from side-to-side.

or to respond to directions from a security officer for

side-to-side or up-and-down movement, to thereby increase 50

the camera's field of vision.

45

Conventional approaches to providing security services
have several drawbacks. First, the speed and efficiency with

which information regarding the security services is pro-
vided is often undesirable. For example, a conventional 55

approach is to have an officer who provides security services

prepare a written daily report summarizing the services and

events of a given day that are relevant to the security
services provided to a particular client site. Such reports are

typically prepared in a handwritten form, typed up later in a 60

paper form, and then provided to the client with many other

daily reports from other security officers, other locations,
and perhaps even daily reports for other days. The client who

receives reports in this conventional manner must first wait

for several days to several weeks before receiving them and, 65

once they are received, must then read through them and

figure out what, if any, information should be cataloged and

Electronic commerce over the Internet has progressed
significantly. For example, Amazon.com, Inc., which has
grown into a major corporation, began by selling books to
the consumers over the Internet with delivery of the books

by a delivery service. U.S. Pat. No. 5,960,411 is assigned to

Amazon.com and describes a method and system for placing
a purchase order via a communications network. The patent
describes how a consumer can click on a button in a web site

in order to place an order for an item. U.S. Pat. No.

5,960,411 is hereby incorporated by reference.
U.S. Pat. No. 5,794,207, assigned to Walker Asset Man-

agement Limited Partnership, is entitled as a method and

apparatus for a cryptographically assisted commercial net-

work system designed to facilitate buyer-driven conditional

purchase offers. The patent purports to allow prospective
buyers of goods and services to communicate a binding
purchase offer globally to potential sellers, for sellers to
search for relevant buyer purchase offers, and for sellers
potentially to bind a buyer to contract based on the buyer's

purchase offer. U.S. Pat. No. 5,794,207 is hereby incorpo-
rated by reference.

The methods and apparatus used to provide conventional

security services have not taken advantage of the benefits of
the Internet and its growing use. Instead, conventional

security service providers have used the Internet simply to

provide promotional and marketing information about them-

selves and their services to potential customers.

Other improvements in technology have not been used in

conventional methods and apparatus for providing security

services. For example, certain types of wireless devices
(such as "walkie-talkies") have been used in conventional

security services for many years. However, the widespread
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and relatively cheaply available cellular phones, personal
digital assistants, and other devices which allow a mobile

person to receive Internet web pages, e-mail, or other
information from other computers or similar devices at
remote locations, have not been used in conventional meth-5

ods or apparatus for providing security services. Similarly,
the Internet allows users to remotely access web sites which

may contain various types of information, including video or
audiovisual feeds from cameras at a remote location. None-

theless, the use of the Internet and its capabilities have not 10
been integrated into conventional methods or apparatus for
providing security services. Conventional security services
also have not provided a "paperless" approach to providing
information to clients. As a result, conventional security

services are more costly, inefficient, less timely, and less 15

valuable and helpful than they should be.

SUMMARY OF THE INVENTION

In one aspect of the invention, the security services 20

include the use of remote cameras at predetermined loca-

tions at and/or around a client site, with the visual images
and/or audiovisual footage from such cameras fed to a

computer linked direct to a web site on the Internet and
accessible through the Internet, and which is remotely 25

accessible by the client, thereby allowing the client to view

the camera feeds essentially live. In yet another aspect ofthe
invention, a secure connection to a web site, such as the

security service provider's web site, accessible via the
Internet is provided, with the web site containing various 30
information regarding client properties, such as daily
reports, incident reports, digital pictures, digital video clips,
and the like. In still another aspect of the invention, a client

database is maintained that is searchable, such as by date,

location, type of incident, or the like, and is accessible by a 35
client via the Internet. In yet another aspect of the invention,

a security officer "clocks in" when starting a shift by

entering appropriate information into a computer connected
to the Internet. When the security officer has completed his

or her shift, the officer then logs off (or "clocks out") by 40

entering a second appropriate code or set of information into

a computer connected to the Internet. In still another aspect
of the invention, client involvement in the hiring process is

provided. In addition, the invention provides for client input

into various aspects ofthe security services and how they are 45

provided, including the training process and the manner in

which the security services are to be provided. Another

aspect of the invention involves profiling the personality
characteristics of the candidate security officers to provide

the security services for a particular client, and then match-

ing those security officers with appropriate personality char-

acteristics to a personality profile of an "ideal" candidate, as
determined by the client and the client's needs.

It is an object of the invention to provide apparatus and
methods for providing security services that allow a client to

remotely monitor information regarding the security ser-
vices provided to the client from a remote location, such as

a computer connected to the Internet.

It is yet another object of the invention to provide appa-
ratus and methods for providing security services that allow
a client to send wireless messages to a security officer.

It is still another object of the invention to provide
apparatus and methods for providing security services that
allow a client to quickly receive security information from
a security services provider.

It is another object of the invention to provide apparatus
and methods for a security officer to "clock in" at the

50

55

60

65

beginning of a shift (or other work period) and/or "clock
out" at the end of a shift (or other work period) via a

computer connected remotely, such as via the Internet, to a
central computer.

It is another object of the invention to provide methods for

providing security services that involve client input into the
selection of the individuals selected to provide security

services to the client.

It is another object of the invention to provide methods for

providing security services that involve client input in the
development of the training program as well as the officer

being certified trained by the client with a client signed
certificate issued to the officer training of individuals

selected to provide security services to the client.
These and other aspects and advantages of the present

invention will become readily apparent to those skilled in
the art from the following detailed description of the inven-

tion and from the attached drawings, which are briefly
described below.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram showing the components of an

apparatus in accordance with a preferred embodiment of the
invention.

FIG. 2 is a printout of a computer screen showing the
options available to a user of apparatus and methods in
accordance with a preferred embodiment of the invention.

FIG. 3 is another printout of a computer screen showing
the options available to a user of apparatus and methods in

accordance with a preferred embodiment of the invention.

FIG. 4 is another printout of a computer screen showing

the options available to a user of apparatus and methods in
accordance with a preferred embodiment of the invention.

FIG. 4A is another print of a computer screen showing the
options available to a user of apparatus and methods in
accordance with the present invention.

FIGS. 5A-5C illustrate a flow diagram showing the vari-

ous functions which can be performed by users of apparatus
and methods in accordance with a preferred embodiment of

the invention.

FIG. 6 is a flow diagram showing the various steps or
functions that can be performed by an administrator in
accordance with a preferred embodiment of the present

invention.

FIG. 7 is a flow diagram showing the various steps or
functions that can be performed by a security officer in
accordance with a preferred embodiment of the present

invention.

FIG. 8 is a flow diagram showing the various steps or
functions that can be performed by a client in accordance
with a preferred embodiment of the present invention.

FIG. 9 is a printout of a screen from a web site in

accordance with a preferred embodiment of the present
invention.

FIG. 10 is a printout of a screen from a web site in

accordance with a preferred embodiment of the present
invention.

FIGS. 11A-11D are printouts of computer screens from a

web site in accordance with a preferred embodiment of the

present invention.
FIG. 12 is a printout of a computer screen from a web site

in accordance with a preferred embodiment of the present
invention.

FIG. 13 is a printout of a computer screen from a web site

in accordance with a preferred embodiment of the present
invention.
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FIG. 14 is a printout of a computer screen from a web site

in accordance with a preferred embodiment of the present
invention.

FIGS. 15A-15E are printouts of a computer screen of the

web site in accordance with a preferred embodiment of the

present invention.
FIGS. 16A-16N are printouts of a computer screen of the

web site in accordance with a preferred embodiment of the

present invention.

FIG. 17 is a printout of a computer screen from a web site

in accordance with a preferred embodiment of the present
invention.

FIG. 18 is a printout of a computer screen from a web site

in accordance with a preferred embodiment of the present

invention.

FIG. 19A-19H are documentation describing the com-
puter software and database of the web site in accordance

with a preferred embodiment of the present invention.
FIG. 20 shows the use of personality profiles in accor-

dance with one aspect of the present invention.

DETAILED DESCRIPTION OF THE

INVENTION

The present invention provides apparatus and methods
relating to providing and obtaining security services. For
convenience, the following Detailed Description of the
Invention includes the following sections: (1) Glossary of

Terms; (2) Description of the Web Aspects of the Invention;

(3) Description of Other Aspects of the Invention; and (4)
Conclusion.

1. Glossary of Terms

Although various terms may be defined elsewhere herein,

the following glossary of terms is provided to assist in a
better understanding of the present invention:

Client. A "client" of security services can be a separate

person or company with whom the security service provider
contracts. A "client" can also be a division, department, or

facility of the same company providing such security ser-
vices. It will be understood that a "client" may have numer-

ous properties or facilities for which security services are

provided. In addition, it will be understood that a "client"
may be a corporation or other legal entity, or a division or

unit of a corporation or other legal entity, and there may be

one or any number of individuals employed by or otherwise

representing that entity and who act for the client.
Client-Server. A model of interaction in a distributed

computer system in which a computer program at one site

sends a request to a computer program at another site and

waits for a response. The requesting program is called the
"client," and the program which responds to the request is
called the "server." In the context of the World Wide Web

(discussed below), the client is a "Web browser" (or simply
"browser") which runs on a computer of a user; the program

which responds to browser requests by serving Web pages is
commonly referred to as a "Web server."

Hyperlink. A navigational link from one document to
another, or from one portion (or component) of a document

to another. Typically, a hyperlink is displayed as a high-
lighted word or phrase that can be selected by clicking on it

using a mouse (or similar device) to jump to the associated

document or document portion. As used herein, a hyperlink
may also include buttons or icons displayed on a screen that,

when clicked on by the user, take the user to the next

appropriate web page (i.e., jump to the HTML document
which corresponds to the button or icon).

5

10

6

Hypertext System. A computer-based informational sys-
tem in which documents (and possibly other types of data
entities) are linked together via hyperlinks to form a user-
navigable "web."

Internet. A collection of interconnected (public and/or

private) computer networks that are linked together by a set
of standard protocols (such as TCP/IP and HTTP) to form a

global, distributed computer network. (While this term is
intended to refer to what is now commonly known as the

Internet, it is also intended to encompass variations which

may be made in the future, including changes and additions
to existing standard protocols.)

World Wide Web ("Web"). This term is used herein to

refer generally to both (i) a distributed collection of inter-
15 linked, user-viewable hypertext documents (often referred to

as Web documents or Web pages) that are accessible via the

Internet, and (ii) the client and server software components

which provide a user with access to such documents using
standard Internet protocols. Currently, the primary standard

20 protocol for allowing applications to locate and acquire Web
documents is HTTP, and the Web pages are encoded using
HTML. However, the terms "Web" and "World Wide Web"

are intended to include other computer programming lan-

guages and transport protocols which may be used in place

of (or in addition to) HTML and HTTP, both today and in the25

30

35

40

45

50

55

60

65

future.

Web Site. A computer system that serves informational

content (including without limitation text, pictures, video,
audio and/or audiovisual information) over a network using

the standard protocols of the World Wide Web. Typically, a
Web site corresponds to a particular Internet domain name,

such as "terracesecurity.com," and includes content associ-

ated with a particular organization. As used herein, the term

Web Site is generally intended to include both (i) the
hardware/software server components that serve the infor-
mational content over the network, and (ii) the "back end"

hardware/software components, including any non-standard
or specialized components, that interact with the server
components to perform services for Web site user.

HTML (HyerText Markup Language). A standard com-

puter software programming convention and set of codes for

attaching presentation and linking attributes to informational
content within documents. (HTML 2.0 is currently the

primary standard used for generating Web documents.)

During a document authoring stage, the HTML codes (re-
ferred to as "tags") are embedded within the informational

content of the document. When the Web document (or

HTML document) is subsequently transferred from a Web
server to a browser, the codes are interpreted by the browser

and used to parse and display the document. HTML tags also

can be used to create links to other Web documents (com-

monly referred to as "hyperlinks"). For more information on
HTML, see Ian S. Graham, The HTML Source Book, John

Wiley and Sons, Inc., 1995 (ISBN 0471-11894-4), which is

incorporated by reference herein.

HTTP (HyerText Transport Protocol). The standard World

Wide Web client-server protocol used for the exchange of

information (such as HTML documents, and client requests
for such documents) between a browser and a Web server.

HTTP includes a number of different types of messages
which can be sent from the client to the server to request

different types of server actions. For example, a "GET"
message, which has the format GET<URL>, causes the
server to return the document or file located at the specified
URL.

URL (Uniform Resource Locator). A unique address

which fully specifies the location of a file or other resource
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on the Internet. The general format of a URL is <protocol://
machine address;port/path;filename>. The port specification
is optional, and if none is entered by the user, the browser
defaults to the standard port for whatever service is specified

as the protocol. For example, if HTTP is specified as the 5

protocol, the browser will use the HTTP default port of 80.

Cookies. A technology that enables a Web server to

retrieve information from a user's computer that reveals

prior browsing activities of the user. The informational item
stored on the user's computer (typically on the hard drive) 10
is commonly referred to as a "cookie." Conventional Web

browsers support the use of cookies.

PUSH Technology. An information dissemination tech-
nology used to send data to users over a computer network.

In contrast to the World Wide Web (which consists primarily
of "pull" technology), in which the client browser must

request a Web page before it is sent, PUSH technology
includes protocols to send the informational content to the

user computer automatically, typically based on information

pre-specified by the user.

2. Description of the Web Aspects of the Invention

15

20

Referring first to FIG. 1, a block diagram showing the
various components of the apparatus used to provide secu-

rity services in accordance with the invention is shown. A 25

series of computers 1, 3, 5, and 7 are provided. Computers
1, 3, 5, and 7 can be located at various locations, remote

from one another and at locations remote from computers
15, 20, and 22 as well. Each of the computers 1, 3, 5, and 7

is connected to the Internet 10 by conventional means, such 30

as telephone lines. Each of the computers 1, 3, 5, and 7 can

be any one of a number of conventional personal computers,
such as those made by DELL COMPUTER, COMPAQ
COMPUTER, and others. For best results, we prefer to use
computers with a PENTIUM III microprocessor, such as 35

those commercially available from Intel, in a Dimension
XPSD computer from Dell Computer Corporation. In accor-

dance with the present invention, computers 1, 3, 5, and 7
are loaded with software which allows a user to easily

connect to the Internet 10 and to easily send and receive 40

information via the Internet 10. For best results, we prefer to
use commercially available "browser" software, such as

Internet Explorer (version 5 or higher) from Microsoft
Corporation. Because we prefer to allow the computers 1, 3,

5, and 7 to be easily used for a variety of things, such as 45

preparing and editing reports, we prefer to use Internet
Explorer version 5 or higher, which is commercially avail-

able from Microsoft Corporation.

Still referring to FIG. 1, a security service provider's
computer 15 is also connected to the Internet 10, as are client 50

computers 20 and 22. As shown in FIG. 1, computer 15
includes a web server 30, computer software 33, a database
35 which can contain various information regarding security
services, such as the officers, clients, client properties, daily
activity reports, incident reports, and the like, and a database 55

of HTML documents 37. The computer software 33 is

programmed to run the web server 30 to provide a web site

of the security service provider. The web server 30 thus

provides information to visitors of the web site from the

HTML doc database 37 and the database 35. In a preferred 60

embodiment of the invention, computer 15 is a Compaq
Proliant server, which is commercially available, which uses

Windows 2000 (which is commercially available from
Microsoft) as its operating system. The computer 15 is used

to store information received from computers 1, 3, 5, and 7 65
in a database 35. In addition, a service provider can use

computer 15 to edit information received from computers 1,

3, 5, and 7 and stored in database 35. Moreover, a user of
computer 15 can receive information from a client of

security services located at a remote location, such as a user

of computers 20 or 22, and can then relay such information

to users of computers 1, 3, 5, and 7. For example, a client can

use computer 20 to send a request for additional information

regarding a particular client property. That request is
received via the Internet 10 by computer 15. The computer

software 33 running on computer 15 can be programmed to
automatically route certain requests for information from the

client to the appropriate user of computers 1, 3, 5, or 7, or
can be acted upon by a user of computer 15.

The benefits of the present invention can be seen by the

following illustration of the operation of the apparatus and
methods just described. Suppose that a security officer
prepares an incident report in connection with an activation

of a sprinkler system at a particular location of an apartment

complex on a particular day. In accordance with the present

invention, the security officer can use computer 1 to prepare

an incident report (or can report on the incident in a daily
activity report) using conventional software, such as Word

2000, which is commercially available from Microsoft Cor-

poration. Computer 1 may be located at the apartment

complex where the incident occurred; thus, computer 1 may
be in a different city, state, or even country from the physical
location of computers 15, 20, or 22. The security officer can

e-mail the incident report (again using conventional soft-
ware such as Microsoft Outlook Express) from computer 1

to computer 15 via the Internet 10. The computer software

33 is programmed to automatically update the database 35

by including the new incident report in the portion of the

database 35 associated with that particular client. The client

can then access computer 15 via the Internet 10 from

computer 20 and, using conventional browser software
(such as that commercially available from Netscape or
Microsoft), can download portions of the database 35 from

computer 15 and view on computer 20 the new incident
report.

If the client in this example has questions regarding the
incident, the client can send an e-mail with the questions
from computer 20 via the Internet 10 to computer 15.

Similarly, if the client wants more information regarding the

incident, such as pictures of the site or any damage, the
client can make such a request by sending an e-mail from
computer 20 via the Internet 10 to computer 15. When

computer 15 receives such an e-mail from the client, the
e-mail can be reviewed by personnel of the security provider

or can be forwarded from computer 15 to the appropriate
computer 1, 3, 5, or 7 (which in this example would be
computer 1 unless the security officer who submitted the

incident report has "Clocked Out" from computer 1 and then

"Clocked In" via a different one of computers 3, 5, or 7, such
as is described below). Because a given security officer may
not work at the same location from one day to the next, and

may not even work at the same general client site from one

day to the next, computer 15 can be programmed with

computer software 33 to keep track of the location at which

the security officer corresponding to the report is located at
a given time (and to store such data in database 35) and then
either forward the client's e-mail to the security officer at the

appropriate one of computers 1, 3, 5, or 7 for a response or

send an e-mail requesting appropriate information or action
from the security officer. The manner in which the invention

may be used to keep track of the location of the security
officer is described in more detail below.

Still referring to FIG. 1, computers 1, 3, 5, and 7 are
loaded with software which is necessary or helpful for the
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security officers at locations near such computers 1, 3, 5, and
7 to perform their duties. As noted above, we prefer to have

computers 1, 3, 5, and 7 loaded with the following com-
mercially available software programs: Internet Explorer
version 5, Microsoft Office 2000 (which includes Word 5

2000), and Outlook Express. Thus, computers 1, 3, 5, and 7
serve as workstations for the security officers. The officers
can use computers 1, 3, 5, and 7 to draft and edit daily
activity reports, incident reports, and any other reports
deemed appropriate, and to submit the same via the Internet 10

10 to computer 15. In addition, the officers can use com-

puters 1, 3, 5, and 7 to send and receive e-mail messages via

the Internet 10. At this time, we prefer to have the e-mail
traffic from the officers using computers 1, 3, 5, and 7 routed
to and from computer 15 instead of directly to and from 15
client computers 20 or 22.

A conventional DAR typically includes the following
information: the identity of the security officer preparing the
report, the date to which the report applies, the client

property to which the report applies, a log of various 20
incidents observed by or reported to the officer, such as
assaults, burglaries, thefts, injuries, lost children, vandalism,
complaints, and the like, and various details regarding such

incidents, such as the name, address, and telephone number

of each person involved, and a description of the incident. 25

The DARs prepared and submitted by an officer, and stored
on the database 35 of computer 15, can include such
conventional information. However, DARs in accordance

with the present invention may also include visual images
and/or video (with or without audio) can be stored in 30

database 35 in addition to text information. For example, an

office may use a conventional digital camera, such as the

MVC CD 1000 from Sony to take pictures relevant to any

injuries, assaults, burglaries, vandalism, storm damage, or
any other event or incident. The officer can load the elec- 35

tronic file containing the appropriate picture into the com-

puter 1 by conventional means (typically by connecting the
camera to the computer 1 such as via the USB port of

computer 1 and using commercially available software to
transmit the files from the camera to the computer 1) and 40

then transmit the file (either as an attachment to a Word

document, email, or other text message, such as a DAR, or

alone) to computer 15 via Internet 10. Alternatively, the
officer can use other conventional cameras, such as a

Polaroid "instant" camera or other cameras which use film. 45

and the pictures when developed (onto the paper media, for
example) can be scanned (using conventional scanners) to
create an electronic file of the picture. Similarly, a security
officer can use any one of a number of conventional digital

video cameras to record video (with or without accompa- 50

nying audio) of any persons, facilities, or events, and to
transmit such files to the computer 1, 3, 5, or 7 which the
officer is using. The officer can then use conventional means

to attach an electronic file containing a video clip to a Word
document, email, or other report and then transmit the same 55

to computer 15 via Internet 10. While the foregoing descrip-
tion has addressed DARs, it will be appreciated that the

same benefits and flexibility of the present invention are
easily applied to incident reports or any messages regarding

the services provided. As technology improves, hourly 60

reports may be provided with the present invention, thus

eliminating the need for a separate DAR.
The present invention allows a client to request and obtain

updated information, such as an incident report or additional

information relating to a previously submitted report. A 65
client may transmit such a request from computer 20 via

Internet 10 to computer 15. A supervisor using computer 15

may then review the request and forward it to the appropriate
officer by transmitting an appropriate message to computer

1 via Internet 10. Of course, a supervisor also could convey
the messages and client request to the officer via telephone,

pager, e-mail, or other similar means. The officer, after

receiving the request, can then take additional pictures or
video, such as described above, and then transmit the

requested information (such as text, pictures, video clips,
and the like) from computer 1 to computer 15 via the
Internet 10 in the same manner as described above. Alter-

natively, the present invention allows the client to transmit
a request directly to an officer by transmitting the request

from computer 20 to computer 1, via the Internet 10.

Similarly, an alternative embodiment of the invention allows

the officer to send the additional information requested
directly to the client by transmitting such information from
computer 1 to computer 20 via the Internet 10.

It will be appreciated that the present invention can be
used to allow the security officers to interact directly with
clients if that is so desired. For example, the invention

allows a client using computer 22 to send an e-mail via the

Internet 10 directly to computer 1, thus allowing the client

to communicate directly with a security officer using com-

puter 1. If desired, computers 1 and 15 can be programmed
so that an e-mail from a client using computer 20 (in this

example) will be automatically forwarded to computer 15
and 1, respectively, thus making sure that a user of computer
15 monitors the e-mails sent to and from a client by an
officer using computer 1 (in this example).

Those of ordinary skill in the art will also appreciate that,

although the foregoing discussion uses e-mail for commu-
nications, the present invention is not so limited. In the

preferred embodiment of the invention, an officer can use

any one of computers 1, 3, 5, or 7 to access the web site

provided by computer 15 via the Internet 10. As detailed
below, the computer 15 is programmed via computer soft-
ware 33 to act as a web server 30, and to receive and store

information transmitted over the Internet 10 from computers
1, 3, 5, 7, 20, and/or 22 in database 35. In addition, computer

15 is programmed via computer software 33 to retrieve and

provide certain HTML documents from HTML database 37,

as well as information from database 35, to computers 1, 3,

5, 7, 20, and/or 22. As just one example (which is also

described in more detail below), the computer 15 may

provide a client using computer 20 with a display of a web

site which contains a hyperlink which, when clicked by the
client, provides the client with a message template. The
client can then provide appropriate information and click the

appropriate hyperlink to send the messages to computer 15

via the Internet 10. In addition, a client may use a computer

20 to send an alphanumeric page or other signal via the
Internet 10 to computer 15 and/or computers 1, 3, 5, or 7.

It is also to be noted that the foregoing discussion has

referred to computers 1, 3, 5, 7, 15, 20, and 22. It will be

appreciated that the present invention is not limited to only
personal computers as described in the preferred embodi-

ment. As used herein, the term "computer" shall be under-

stood to include personal computers, like those described in

the preferred embodiment, as well as any device capable of
sending, receiving, and/or displaying information over the

Internet, whether by telephone lines, wireless communica-

tions, or otherwise. Accordingly, many types of personal
digital assistants, cellular telephones, pagers, and other

devices, should be considered a "computer" in accordance

with the description of the present invention.
Still referring to FIG. 1, computers 1, 3, 5, and 7 can also

be used to exchange information and messages between the
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security officers at the locations with computers 1, 3, 5, and

7 and management or supervisory personnel, who may be

remotely located from the security officers. For example, the

security officers, when starting a shift or arriving at a
particular site from another location, may use one of the

computers 1, 3, 5, or 7 to "clock in."The security officer can

do this by using the computer 1, 3, 5, or 7 to access the web

site maintained by (or on behalf of) the security provider

company. FIG. 2 shows a printout of a computer screen
display (i.e., a "page") from a web site provided by com-

puter 15; the web site may be maintained by the security

officer's employer and which may be accessed remotely by

a security officer from any one of computers 1, 3, 5, and 7.
FIG. 2 shows an options menu 201, which contains three

hyperlinks: Officer Console, Client Console, and Admin

Console. By clicking on the hyperlink "Officer Console," the

security officer's computer 1 then displays the next com-
puter screen (i.e., "page") for an officer-user of the web site

of computer 15. (FIG. 2 also provides access to a "Client

Console" and an "Admin Console." These web pages, their

contents, and usage are discussed below.) Once the officer

clicks on "Officer Console," the officer's computer 1, 3, 5,

or 7 transmits the request to computer 15, which is pro-
grammed via computer software 33 to retrieve and then

transmit via Internet 10 the appropriate page from the

HTML database 37. The next web page displayed in this
example is shown in FIG. 3.

Referring now to FIG. 3, the "Officer Console" page
contains an options menu 301, as well as data fields for

Badge Number 305 and Password 310. As shown in FIG. 3,

the web page prompts the officer to log in. The officer may
do this in any one of a number of ways, such as by entering

an alphanumeric identifier and a password in the data field
spaces 305 and 310 provided, as is shown in FIG. 3. For
administrative ease, we prefer to use the officer's surname as

an identifier and a unique badge number as a password. Of
course, one of ordinary skill in art will understand that many

different types of security names and/or passwords may be
used alone or in combination with one another. Still referring

to FIG. 3, the officer logs in by entering the appropriate
badge number and password into the data fields 305 and 310,

respectively, on the display of computer 1, 3, 5, or 7. Once
the officer has entered the appropriate badge number and
password in the data fields 305 and 310, respectively, the
officer can click on the Continue button 315, or simply hit
the enter key, to initiate the transfer of the data via the

Internet 10 to the web site of computer 15. Computer 15 is

programmed with computer software 33 to check the accu-

racy of the badge number and password information
received from the officer with corresponding information

stored in the database 35. If the identifier and password
information is deemed correct (e.g., matches exactly a

current identifier and password for a security officer stored
in database 35), then the user of computer 1, 3, 5, or 7 is
allowed to proceed. Those of ordinary skill will understand
that computer 15 can be programmed with computer soft-
ware 33 to check various additional information in database

35 to ensure accuracy and certainty for any "match," such as

cookies previously stored by the computer 15 on computers
1, 3, 5, and 7 from prior use of the web site.
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Once the officer has successfully logged in to computer 60
15, the officer is provided with a display of the next web

page, such as is shown in FIG. 4. (The computer 15 is

programmed with computer software 33 to automatically
retrieve from databases 35 and 37 the appropriate informa-
tion for the next web page to be sent to computer 1, 3, 5, or

7 via the Internet 10.) Referring to FIG. 4, the logged in

officer is provided with a display on computer 1, 3, 5, or 7.

65

The display shown in FIG. 4 includes an options menu 410,

which has hyperlinks for the following functions: Clock
In/Out, Enter Events, Via DAR, Submit DAR, and Log Out.

As shown in FIG. 4, the display also contains data fields 420,

425, 430, and 435, respectively, corresponding to the client

property, shift code, radio number, and comments. The
display also includes a Clock Out button 440. By placing a
cursor on the Clock Out button 440 and clicking, the officer
can quickly clock out at the end of his or her shift. The clock
out request is sent from the officer's computer 1, 3, 5, or 7

via Internet 10 to computer 15. The web page shown in FIG.

4 also contains a space 435 in which the officer may make
comments.

By placing a cursor over a selected hyperlink ("Clock
In/Out," "Enter Events." "View DAR." "Submit DAR." and

"Log Out") from the options menu of the web page shown
in FIG. 4, and clicking, the officer can select and initiate any
one of several actions. For example, by clicking on the
"Clock In" hyperlink displayed on computer 1, the officer

using computer 1 sends a signal via the Internet 10 to

computer 15. Computer 15, in response to the "clock in"

signal, is programmed to record the time at which the "clock

in" signal was received and store that time as the starting
time for the associated officer's shift in database 35. Simi-

larly, when the officer has completed his or her shift, the

officer can access the web page as shown in FIG. 4, place the

cursor over the "Clock Out" button 440 and then click.

Computer 1 then sends a "clock out" signal via the Internet

10 to computer 15, which records the "clock out" time for
that officer and stores the clock out time in database 35 for

that officer's shift.

In a preferred embodiment of the invention, however, we

prefer to have computer 15 programmed with computer
software 33 so that the officer must complete and submit a

daily activity report ("DAR"), and complete and submit an

incident report for any incidents previously noted by that
officer during that shift, before the officer is able to clock out.

This approach forces the officer to submit the appropriate

reports before clocking out and leaving his duty site. By
taking this approach, a client is assured of receiving access

(via the Internet 10) to daily reports stored on database 35 no

more than about eight hours or so (i.e., the length of a shift)
old. Of course, a security service provider may choose to

have a supervisor review DARs (as well as incident reports,
and other reports or comments) from the security officers
before they are made available to a client via access to the

database 35 via the access to the computer 15.

The client is able to quickly receive the officer's daily

activity reports and any incident reports because computer
15 is programmed with computer software 33 to automati-
cally update the database 35 stored on computer 15 with the

daily activity reports and incident reports received from the

officer. A client can then use computer 20 to access computer

15 and, by selecting information as described below, request
and receive via the Internet 10 selected information from the

database 35 of computer 15.

It will be appreciated that the present invention also
encompasses a system in which an officer's DAR is sent

directly to a client computer 20 via the Internet 10, such as

by an e-mail message. Alternatively, an officer's DAR can be

sent to both a client computer 20 and computer 15 at the
same time.

Referring now to FIG. 4A, a printout of a computer screen

presented to a security officer is shown. FIG. 4A shows the
"Enter Event" screen presented to an officer when the officer

clicks on the "Enter Events" selection in the menu 410, as
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is shown in FIGS. 4 and 4A. The "Enter Event" screen in

14

FIG. 4A shows a number of data fields, including under the

"Open Shifts" heading 460 the "Time In" 461, the "Time

Out" 462, the "Shift Code" 463, and the "Property" 464. As

shown by the indicator 465, the system has the initial data 5

group selected. In addition, the screen shown in FIG. 4A also
presents data fields under the "Add Event" heading 470.
These data fields include drop-down menus 473 and 474 for

the "Time Out" 471 time and the "Time In" 472 times,

respectively. In addition, a data field 480 for entry of an 10
event code is provided with a drop-down menu. A data field
490 for entry of additional comments by the officer is also
provided. Once the officer has entered the desired informa-

tion in the appropriate data fields, the officer clicks on the

"Add" button 495 to send the data to the web site of

computer 15, where the added data is added to database 35.

Referring now to FIGS. 5A-5C, a flow diagram showing
the various features and functions of the Web site of com-

15

puter 15 as programmed with computer software 33 in

accordance with the preferred embodiment is shown. Once 20

a user accesses the Web site, the user is provided with a page
like that shown in FIG. 2. FIGS. 5A-5C show the various

features and functions available to administrators, officers,

and clients, respectively. It will be appreciated that differing
levels of access can be provided, such as allowing certain 25
security officers who also have supervisory or management
duties to have the ability to perform functions otherwise

provided only to an administrator in the preferred embodi-

ment of the invention. In our preferred embodiment, we
have three levels of access for administrators, officers, and 30

clients, respectively.
Still referring to FIGS. 5A-5C, the various features and

functions are shown and are discussed below. Referring first
to an administrator login function 501, the following func-
tions are available to a system administrator after the admin-

istrator login function 501. After the administrator logs in by

transmitting an appropriate identifier and password to com-
puter 15, the computer 15 is programmed to search the
database 35 for an identifier and password pair which match

those received and, assuming a match is made, the computer

15 then logs in the user as a system administrator, as shown

at function 505. Once a system administrator has logged in,
the following functions are available. First, the administrator

may administer the list of properties for which security
services are to be provided, as is shown at function 510. The

properties list/search function 510 allows the administrator
to find a property by searching the database 35 on computer

15, or to add a new property, such as by using the add
function 512. Alternatively, the system administrator can use

the edit function 514 to modify the properties, such as by

correcting the name or address of a property, or the like. In
addition, the administrator can use the delete function 516 to

delete a property from the list of properties for which
security services are provided. The administrator is thus able

to maintain and update the database 35.

35

40

45

Still referring to FIGS. 5A-5C, it can be seen that the

system administrator has the ability to manage the data
contained in the database 35 of computer 15. For example,

the manage officers function 550 allows the system admin-
istrator to use the add function 554 to add additional officers

to the database 35 of computer 15. In addition, the system
administrator can use the add image function 556 to add a

picture of the new officer (added by the add function 554) to

the database 35 of computer 15. The system administrator
can also use the add bio function 558 to add a short

biographical summary for the officer. The system adminis-
trator can also use the assign to client function 560 to assign

a particular officer to a particular client (or, alternatively, can

be used to assign an officer to a particular client location or
the like). The system administrator can also use the edit list
search function 552 to find the entries for a particular officer

(such as by searching by the surname or batch number of an
officer) and can then use edit 553 and delete 555 functions
in order to either edit or delete the officer information from

the database 35 in computer 15, as appropriate.

The system administrator can also use the manage

timesheets function 530 to manage the time entry informa-
tion for the various officers. For example, the administrator
can use the timesheet list/search function 532 in order to find

the desired timesheet report of a particular officer. The
administrator can use this information to prepare a timesheet

report, such as by using the timesheet report function 534, or

can use the edit function 536. The administrator can use the

edit function 536 function to edit locations, such as by

modifying existing locations, adding new locations, or delet-

ing existing locations, as may be desired, in the database 35.

The system administrator can also use the manage reports
function 540 to manage the various reports prepared and
submitted by the officers. The administrator can use the

report list/search function 542 to find a desired report
function 543. Alternatively, the administrator can use the
edit function 544 and edit list/search function 546 to find the

desired report and, once found, can then use the edit function

547 to either edit the report or use the delete function 548 to

delete the report, as the administrator deems appropriate.
Still referring to FIGS. 5A-5C, the manner in which an

officer may use the database 35 of computer 15 is shown and

described below. The officer login function 570 has been

described above in connection with the officer's login and

clock-in procedures. The clock-in/out DAR function 572

allows the officer to clock-in at the beginning of a shift and,
at the end of a shift. clock-out as described above. The

officer does this using the clock-in/out function 573. In

additional, the present invention provides a DAR function

50 574 to allow the officer to prepare a daily activity report.
Once a daily activity report has been prepared, the officer
can submit the same to computer 15 using the DAR function

574. In addition, the present invention provides that the
submitted DAR search function 575. The submitted DAR

55 search function 575 allows an officer to enter a search string
Still referring to FIGS. 5A-5C, the administrator can use

the client list/search function 520 to administer the client

entries in the database 35 of computer 15. For example, the
administrator can enter a client name, then use the search

function to find the various entries in the database 35 60

corresponding to the client entered as a search string. In
addition, the administrator can use the add function 522 to

add additional clients to the database 35 of computer 15, use

the edit function 524 to edit or modify the names, spellings,
addresses, and the like for any particular client, and can use 65

the delete function 526 to delete a client from the list of

clients included in the database 35 of computer 15.

and have the software 33 perform a search of the database

35 of computer 15 for an existing DAR. The officer may

wish to do this in order to edit a prior report or to supplement
a prior report. Once the desired DAR is found by the officer

using the submitted DAR search function 575, the officer

can transmit a request for, and obtain on computer 1, a copy

of the desired DAR and can then view the report by using the
report function 576. In addition, the officer can use the enter

function 577 to provide and transmit additional information

to the database 35 of computer 15. Once the officer initiates

the enter events function 577, the browser software of

computer 1 displays a template which requests additional
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information from the officer. The officer can then use the

referenced report input function 578 to input the appropriate
information. Once the officer has completed the entry of the

information, the officer can enter the data and transmit the

same from computer 1 via the Internet 10 to computer 15.

Still referring to FIGS. 5A-5C, the client user's ability to

access information from the database 35 of computer 15 is

shown and is described below. As detailed above, a client

user can use the client login function 580 in order to log into

the Web site of computer 15 via Internet 10. Once the
computer 15 has verified the identifier and password infor-

mation received from the client user (e.g., transmitted from
computer 20 via the Internet to computer 15), the client is

passed to the info, access function 581. At this point, the
client user can choose to access information from database

35, such as reports using the reports function 582, or can

5

10

15

access information regarding the security officers providing
services to that client by accessing the officers function 590.

If the client wishes to obtain information from the reports

and uses the reports function 582, the client user is allowed 20

to search the database 35 of computer 15 by the using the

search report function 583. Once the user finds and selects

the report the user wishes to view (such as by clicking on the

hyperlink for that report), the report is transmitted from
computer 15 via the Internet 10 and is displayed by the 25
browser software of computer 20. Alternatively, if the client

wishes to obtain information regarding the officers, the client

can use the officers function 590 to do so. Once the client

initiates the officers function 590, the user is allowed to

search the database 35 in various ways for the desired 30

information by property search function 591, the officer
search function 593, or the time sheets function 595. As with

the other search functions provided by the computer 15,
once the client selects the desired entry from the entries in
database 35 returned by the selected search function, the 35

client can click on the desired entry displayed as a hyperlink
on computer 20 by its browser and then see the report via
report function 592, the report function 594 or the like. With

respect to timesheets, the present invention allows the user
to select the timesheets function 595. which then allows the 40

client user to search by property or by officer, by allowing
the client user to select the property function 596 search or

the officer search function 598. As with the other search

functions provided by computer 15, the client user receives

one or more entries in response to the search (which are 45

displayed on computer 20 by its browser) and the client user

is then able to select the desired entry for further viewing,
which is provided by report function 597 and the report
function 599.

16

Access function 624 to create a new administrator 699. If the

administrator 601 chooses the Browse Officers function 630

by clicking on the appropriate icon or hyperlink, then the

administrator 601 will be presented with an on-screen menu

offering the option of selecting one of the following func-
tions: Delete an Officer 631, Edit an Officer 632, and Add an

Officer 633. If the administrator 601 chooses the Edit an

Officer function 632, then the result is to associate an officer

with a particular property 635. The administrator 601 can
also select the Browse Clients function 640. If the admin-

istrator 601 selects this function. then the administrator 601

will be presented with a screen which offers a menu listing
the following functions as available: Delete a Client 641.
Edit a Client 642, and Add a Client 643. If the administrator

601 selects the Edit a Client function 642, then the admin-

istrator 601 will have the further option to browse the
properties 645. At this point, the administrator 601 can also

select from the following functions: Add a Property 646,
Edit a Property 647, and Delete a Property 648.

Referring now to FIG. 9 and FIGS. 12-14, examples of the

computer screens which are provided by the web site of

computer 15 to an administrator 601 exercising various
options in accordance with a preferred embodiment of the
present invention are shown. In FIG. 9, a printout of a screen

is shown which prompts a user, such as administrator 601,
to enter a user ID and password in the appropriate user ID
field 901 and a password field 910. Once the user ID and

password have been entered in the appropriate fields 901 and

910, respectively, the administrator 601 can then select the

Continue button 920 and click on it, or can simply hit the

enter key on the computer used by the administrator 601 to

access the web site. As noted above, once the administrator

601 enters the user ID and password and then hits the enter

key or the continue button 920, the user ID and password are

transmitted to the computer 15, where they are checked by

the computer program 33 on the computer 15 (such as by

comparing them to the user ID and password combinations
stored in database 35) to ensure that the user ID and

password correspond to an authorized administrator 601.

Assuming that the user ID and password supplied are
correct, the computer 15 is programmed to then allow the
administrator 601 to select from the options menu 930 a

hyperlink corresponding to an option for officers, clients, or
users.

Referring now to FIG. 12, an example of a screen printout

in accordance with a preferred embodiment of the present
invention is shown for the officer administration functions

for the use of the administrator 601 after the administrator

601 has logged into the web site of computer 15. In FIG. 12,

Referring now to FIG. 6, a flow diagram of the functions 50 an options menu 1250 is provided. The printout of the screen
shown in FIG. 12 assumes that the administrator 601 has

clicked on the hyperlink for the Officers option in the menu
1250. The data field 1210 shows a list of security officers,

including last and first names, corresponding badge num-
55 bers, and corresponding biographical information as appro-

priate. The officer administration screen shown in FIG. 12

also includes the following buttons (or icons): Edit Selected

Officer 1220, Delete Selected Officer 1230, and Add New

Officer 1240. By selecting and clicking on any one of
60 buttons 1220, 1230, or 1240, the administrator 601 is then

provided by computer 15 with the next screen, by which the

administrator 601 can performed the desired function. In the

data field 1210 of FIG. 12, a dot in the circle corresponding
to officer Calamari is shown. This dot indicates that officer

65 Calamari has been selected for whatever function the admin-

istrator 601 selects by depressing any one of the buttons

and steps available to a system administrator 601 in accor-

dance with a preferred embodiment of the present invention
is shown. In FIG. 6, the administrator 601 has a number of

functions available in connection with the potential use of

the web site. Once the administrator 601 has performed the
Log In step 605, the administrator can select from the

following functions: Browse Users 620, Browse Officers

630, and Browse Clients 640. If an administrator 601 is

already logged into the web site, the administrator 601 can
also Log Out function 610. If the administrator 601 decides

to use the Browse Users function 620, the administrator 601

can click on the hyperlink on a computer screen correspond-
ing to that function and will then be given a menu which

allows the administrator 601 to select from the following

functions: Delete a User 621, Add a User 622, or Edit a User

623. If the administrator 601 decides to either add a user 622

or edit a user 623, the result is to use the Grant Administrator 1220, 1230, 1240. Оnce the administrator 601 has per-
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formed the desired officer administration functions, the

administrator 601 can click on the hyperlink for the "Log
Out" option in the menu 1250, or can click on either of the

hyperlinks for the "Clients" or "Users" option in menu 1250
in order to administer data associated with clients or users,

respectively.

721. As shown in FIG. 7, ifthe officer 701 has performed the
clock-out function 721, but has not yet submitteda DAR, the

system will prompt officer 701 to finalize and submit a DAR.

The system will require the officer to perform the submit
DAR function 725 before the officer 701 is allowed to clock

out 721.

Referring now to FIG. 13, a printout of an example of a

computer screen presented to an administrator 601 for use in

connection with the client administration functions in accor-

dance with a preferred embodiment of the invention is

shown. Referring to FIG. 13, a client administration data
field 1310 is shown. In data field 1310, the client name,

corresponding client contact name, client contact phone
number and e-mail address are provided. In addition, FIG.
13 shows the icons or buttons by which an administrator 601

can select various client administration functions, including
the following: Edit Selected Client button 1320, Delete
Selected Client button 1320, and Add New Client button

1340. By selecting one of buttons 1320, 1330, or 1340, the
administrator 601 can select the function to be performed on

the client data for the client selected, as is indicated by the
dot shown in the circle corresponding to the client name in

the data field 1310. Once an administrator 601 has com-

pleted the desired functions available as shown on the client

administration screen in FIG. 13, the administrator 601 can

click on the hyperlink for the log out function shown in the

menu 1350, or can click on the hyperlinks in the options
menu 1350 for "Officers" or "Users" to administer data

associated with officers or users, respectively.
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Referring now to FIG. 14, a printout of the user admin- 30
istration screen available to an administrator 601 in accor-

dance with the present invention is shown. In FIG. 14, a data

field 1410 shows information regarding authorized users.
The data field in 1410 includes the last name, first name, user

ID, and an indicator of whether such person has been

provided the authority and rights of an administrator of the
system. As shown by the dot in the circle in FIG. 14, Steve

Borgman is the selected user as shown in data field 1410.
Administrator 601 can use one of the icons or buttons 1420.

1430, or 1440 to exercise any one ofthe following functions:

Edit Selected User, Delete Selected User, or Add New User,

respectively, corresponding to buttons 1420, 1430, and

1440. Like the screen printouts shown in FIGS. 12 and 13,
the user administration screen shown in FIG. 14 also has an

options menu 1450, by which an administrator 601 can
select other functions once the administrator 601 has com-

pleted the desired user administration functions.
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Referring now to FIG. 7, a flow diagram is shown which

describes the functions available to a security officer 701 in
accordance with the present invention. As shown in FIG. 7, 50

an officer 701 can use the system to log in 705 or, if logged

in, to log out 710. (As noted above, FIG. 3 is an example

screen presented to an officer 701 for the Log In function
705.) Once an officer 701 has logged in through the Log In

function 705, the officer 701 is prompted to clock in at the 55

clock-in function 720. (Referring to FIG. 3, the options
menu includes a hyperlink for the option for "Clock In/Out,"

which the officer 701 can select in order to perform the

Clock In function 720 or, if already clocked in, to perform

the Clock Out function 710.) Once the officer 701 has 60
clocked in at function 720. the officer 701 then can select

from several options, such as those shown by the hyperlinks

in the options menu 410 shown in FIG. 4. Referring to FIG.
4 and FIG. 7 together, the officer 701 can select any one of

the following functions by clicking on the appropriate line or 65

entry in options menu 410: Enter an Event 730, View DAR

(daily activity report) 735, Submit DAR 725, or Clock Out

Referring now to FIG. 8, the options available to a client
user 801 of a system in accordance with a preferred embodi-

ment of the present invention is shown. As shown in FIG. 8,
a user 801 wishing to access the web site of computer 15
must first perform the log-in function 805. If the user 801 is

already logged in, then the user 801 has the option of the
log-out function 810. Once the client user 801 has performed

the log-in function 805, the user 801 can also select the view

DAR report function 835 or the view Summary report

function 825.

Referring now to FIG. 10, a printout of an example ofthe
daily activity report screen available to a user 801 who
selects the view DAR report function 835 (as shown in FIG.

8) is provided. Referring to FIG. 10, daily activity report
search fields 1010, 1020, and 1030 are shown. The daily

activity report search fields 1010, 1020, and 1030 corre-

spond to searches of the database 35 of the web site to be

performed based on Guard, Property, and/or Date informa-
tion, respectively. As indicated by the arrows shown in the
Guard search field 1010 and the Property search field 1020,

a user 801 can click on the respective arrows (or other

portions, if so desired) of search fields 1010 and 1020 and

obtain drop-down menus which provide, in the case of the

Guard search field 1010, the last name of the guards appli-

cable to user 801. In a case of the Property search field 1020,

the user 801 can click on the arrow and obtain a drop-down

menu listing the properties applicable to user 801. In addi-
tion, the user can type in the date desired for use as the
search criteria in date field 1030. The user 801 can then

highlight the selected officer and/or property listings in

search fields 1010 and 1020 for the desired search criteria.

Once user 801 has entered the desired information in the

search fields 1010, 1020, and 1030, the user 801 can click on

the Show button 1040 or can simply hit the enter key. Once

the user 801 has clicked on the Show button 1040 or hits the

enter key, the client computer 20 or 22 transmits the search

request via the Internet 10 to computer 15. Computer 15 is

programmed to search the database 35 of the web site

applicable to user 801 with the search criteria supplied by
the user as indicated above and then transmit the results to

user 801 by sending the information via the Internet 10 to
client computer 20 or 22.

Referring now to FIGS. 11A-11D, the results of a general
search of the database 35 by user 801 are shown. As shown

in FIGS. 11A-11D, the daily activity reports are shown for

thirteen different shifts by security officer Calamari. These

daily activity reports reflect the posts at which officer
Calamari served for the times and dates indicated for the

thirteen different shifts shown in FIGS. 11A-11D. Those of

ordinary skill in the art will appreciate that the information
provided by computer 15 to the client user 801 can include

hyperlinks to DARs, incident reports, and other information,
such as pictures or video clips, stored on database 35. Those

of ordinary skill in the art will also appreciate that the
information provided by computer 15 to the client computer

20 can include hyperlinks to additional information, such as

by including hyperlinks to incident reports, pictures, and/or
video clips, within a DAR.

Referring now to FIGS. 15A-15E, an example of the
computer screen presented to officer 701 after the officer

selects the Enter Events function from the options menu in
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the Officer Console. As shown in FIGS. 15A-15E, the officer

701 is provided with a computer screen which contains

numerous data fields for the officer 701 to complete in

connection with an Incident Report, including information
as to the officer 701, the property, the governmental units
involved (e.g., police departments, fire departments, etc.) if
any, the individual(s) involved, the date, time, and location
of the incident, and so on. The screen provided, as shown in

FIGS. 15A-15E is essentially a blank form for use by the

officer 701 in preparing and submitting an Incident Report.

Now referring to FIGS. 16A-16N, an example of a
printout of a computer screen showing a more detailed

Incident Investigation Report (IIR) form is provided. FIGS.
16A-16N together show the blank form of the IIR provided
to officer 701 when officer 701 clicks on the Enter Events

function in the options menu of the Officer Console.
Referring now to FIG. 17, a printout of a computer screen

presented to a client using the Web site of computer 15 is
shown. After the client clicks on the "Client Console" choice

in the menu 201, as is shown in FIG. 2, the client is provided
with a display of a screen such as is shown in FIG. 17. In the
screen shown in FIG. 17, there is a menu 1710, as well as
data fields 1720 and 1730 for the client to enter a user

identifier (in the "UserID" field 1720) and a password (in the
"Password" field 1730). Once the client has entered an

appropriate user identifier and password, the client clicks on
the "Continue" button 1740 to send the data to the Web site

for verification. Once the Web site has verified the user

identifier and password received, then the user is provided

with access to DARs submitted by officers for properties
associated with the client.

Now referring to FIG. 18, a screen provided to an autho-

rized client user, who has submitted an appropriate user

identifier and password, is shown. In FIG. 18, the screen
provides a menu 1810, as well as data fields 1820, 1830,

1840, and 1850. As shown in FIG. 18, drop-down menus are

provided for data fields "Guard" 1820, "Property" 1830, and
"Event Code" 1850. A data field 1840 for the date is also

provided. The client may enter search criteria in any or all
of data fields 1820, 1830, 1840, or 1850. Once the client has

entered the desired search criteria in any one or more of data

fields 1820, 1830, 1840, or 1850. the client can then clock

on the "Show" button 1860. At that point, the search criteria

data is sent to the computer 15. The computer software 33
is programmed to search database 35 for a match for the

DARs which have data matching some or all of the search
criteria data received. Once the search of database 35 is

completed, the computer software 33 is programmed to send
the results of the search to the user where the results are

displayed on the client computer 20 or 22.

In an alternative embodiment of the present invention,

multiple classes of client users can be defined. For example,

software 33 can be programmed to define a client adminis-
trator which can be added to the database 35 by the system

administrator. The software 33 can be programmed so that a

client administrator can log onto web site 15 and, once

recognized as a client administrator by the software 33 (such

as by providing a proper password or other authenticating
identifier), can add, modify, or delete information from the

database 35. For example, it may be desirable for a client to

have the ability to add or delete authorized client users from

the database 35. This would be appropriate when the client
desires to give access to the information on the database 35

to one or more client employees, or to restrict certain of the
client information on the database 35 to only one or more

client users. In addition, if one of the client user's employees
terminates the employment relationship with the client, the
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client may wish to delete that client user from the list of
client users authorized to access the client information on

the database 35. Similarly, if desired, software 33 can be

programmed to define different classes of users, with dif-
fering access to the information in database 35 and/or

differing rights to add, modify, or delete information in
database 35.

Referring now to FIGS. 19A-19H, documentation

describing the software 33 and its programming is provided.
FIG. 19A provides a database diagram for information

relating to clients, users, and properties related to the secu-
rity services provided. FIG. 19B provides documentation for

business services. FIG. 19C provides documentation for
error logging by the software 33. FIG. 19D provides docu-
mentation for user data services performed by software 33,
while FIG. 19E provides documentation for the program-
ming of software 33 and its handling of client data. FIG. 19F
provides documentation for interfaces and event classifica-

tion of software 33. FIG. 19G provides documentation for
datasets and fields used by software 33. FIG. 19H provides

documentation for the dll files used by software 33 and the

relationship of such files.
Although the embodiment described herein uses Web

technology to disseminate information, any of a variety of
document types and electronic dissemination technologies
can be used. For example, the documents may be in the form

of hypertextual e-mail messages that are disseminated by a
list server, or PUSH documents disseminated by a PUSH

server. As interactive television, video-on-demand, and Web

TV technologies continue to evolve, it is contemplated that
the "documents" will include video clips that are displayed
to the client on a computer 20 or on a television screen.

Further, although hypertextual documents are preferably
used, it is possible to use non-hypertextual documents
(including paper-based documents) that simply instruct the

user to manually enter the appropriate URL (including the
referral information) into a browser program. In addition,
although the system is described in the context of "the" Web

site, it should be recognized that a given user can dissemi-

nate documents from multiple different sites, including sites

that use different document formats and transfer protocols.
In another embodiment of the present invention, closed

circuit cameras can be used to monitor a client's facilities.

Such cameras, and the equipment and software to provide
visual images to a command center where a security officer

can view the images, for example, is conventional. Accord-
ing to the present invention, however, one or more digital

cameras can be placed at preselected locations in and around

a client's facility. Such cameras may provide only visual
images or may be used to provide audiovisual footage. Many

types of conventional video cameras are readily available.
We prefer to use a SDII CSC WV-CP460 Series camera. We

also prefer to secure the cameras using a mounting which

can rotate the camera (to effectively increase its field of
vision) and also move the camera up and down (also to

effectively increase its field ofvision). Such cameras, as well

as the controllable mountings, are commercially available
from Panasonic.

In accordance with the present invention, cameras at a

particular site can be connected to computer 1, for example,
which corresponds to that site. It will be appreciated that the

cameras may be located at a variety of locations remote from

computer 1. The images from the cameras can be transmitted

automatically to computer 15 from computer 1 via the
Internet 10. Computer 15 can be programmed to automati-

cally update the Web site with the images (whether still or
moving) transmitted by computer 1. Computer 15 also can
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be programmed to use PUSH technology to transmit the
updated images from the Web site to a corresponding client

by transmitting the images to computer 20 via the Internet

10. Alternatively, a client can use computer 20 to request the

images by transmitting the request from computer 20 to

computer 15 via the Internet 10. In one preferred embodi-
ment, the visual images from the cameras are provided to the
computer 15 which is connected to the Internet 10. A client

can then connect the client's computer 20 to the Internet 10
through a browser and then connect to the Web site which

contains the visual images. In still another aspect of the
invention, the Web site can provide the client with the ability

to select particular cameras for viewing, control the move-
ment of the cameras, and selectively record the feed from

one or more cameras. While we prefer to provide such
access to a client over the Internet 10 via the Web site, it will
be understood that other conventional means can be used by

a client to remotely access the computer, such as a dial-up
modem connection.
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In addition to visual images or audiovisual footage from 20
the cameras, the present invention allows for providing
additional information to the client via the web site or other

remote connection. For example, e-mail links can be pro-

vided to allow the client to easily and quickly send e-mails

to a security officer at the command center, or elsewhere, for

that matter. Similarly, computer 15 can be programmed to
notify a given client of the availability of updated informa-

tion on the Web site. For example, a client may specify that
the client wants to be notified as soon as possible of any new

incidents of vandalism. Given such a request, computer 15

can be programmed so that, whenever a new incident report
involving vandalism is transmitted to computer 15, and the

Web site is updated to include the new report, computer 15
automatically sends an e-mail message (or other message)

via Internet 10 to computer 20 corresponding to the client
which previously made the request.

To prevent unauthorized access to the visual images and
other information, various security measures can be used.

Among others, password protection can be used to require

any remote user to correctly provide one or more passwords.

I prefer to use the following approach to ensure a secure
connection: embedded scripts, NTFS Windows, NT file

structure security, and secured certificates.
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To ensure that data from the Web site is available via the

Internet 10 to only clients of the security services involved 45

requires that the database and the Web site be protected.
Similarly, the data transmitted over the Internet 10 should be

protected in order to ensure privacy and confidentiality. A
wide variety of conventional security measures can be used.

We prefer to use secure socket layer (SSL) protection. The 50
SSL protocol provides privacy and reliability between two

communicating applications, such as the browsers of com-

puter 15 and computer 20. The SSL handshake protocol
allows the server and client (for example, computer 15 and

computer 20, respectively) to authenticate each other and 55

negotiate an encryption algorithm and cryptographic keys
before the application protocol transmits or receives data.
When the SSL is used, the transmitting computer 15 frag-
ments the data to be transmitted into manageable-sized

blocks (sometimes compressing the data if desired), applies 60

a message authentication code, encrypts, and then transmits
the result. When the data is received the receiving computer
decrypts the data, verifies the sender, decompresses the data

(if it was compressed), reassembles the data, and then
delivers the result to higher level clients (such as the browser 65

of computer 20). SSL protection is commercially available

and easily implemented on the Web site of computer 15.

22

3. Description of Other Aspects of the Invention

The present invention provides for much more client

involvement in connection with the security services

Among other things, a client can specify the apparel to be
worn by the security officers providing security on or around

the client's premises. The client can thus decide the extent

to which the client desires high visibility of the security
officers or desires that the security officers dress more like

the client's employees, tenants, or the like. Such client
choices can be extended beyond apparel to the vehicles used

by security officers, and to site specific training and client
interaction in post order development.

In another aspect of the invention, the client is involved

in selecting the individuals who will provide security ser-

vices to the client. For example, the security service officers
may be interviewed by one or more client representatives.
Such interviews can be formal or informal, short or longer
in duration, and can include management of the security
service provider. From one or more such interviews, the
client can be allowed to select the individuals to provide

security services to the client. Alternatively, the client may
use the interviews to decide which individuals will not be

used to provide security services to the client. Either way,
the client is involved in the process of determining which
individuals will provide security services to the client.

One aspect of the present invention involves personality
profiling. According to the present invention, a candidate for

a position as a security officer (who is to provide security
services to a client) is given a conventional personality
profiling test. Various tests have been developed for person-

ality profiling in the past. Ideally, the personality profiling
test considers and tests for at least the following personality
characteristics: dominance, influence, conscientiousness,

and steadiness. A personality profiling test which tests for
these features is commercially available from the Carlson

Learning Company of Minneapolis, Minnesota. This par-
ticular test is also helpful because it provides "standard"

profile patterns of different personalities, labeled as achiever,

agent, appraiser, counselor, creative, developer, inspira-
tional, investigator, objective thinker, overshift, perfection-
ist, persuader, practitioner, promoter, result-oriented, spe-
cialist, tight, and undershift.

In addition, the potential position for a security officer is

profiled. The profiling of a position is preferably done with

input from the client. Such input preferably includes infor-
mation about the following characteristics of the position:
dominance, influence, conscientiousness, and steadiness.

Such information also preferably includes information about

the client and the client's representatives with whom the
security officer will likely have dealings: such as client
values, vision, and mission. Once such information has been

gathered, a personality profile for the "ideal" hypothetical
person to fill the position can be generated. Such profiling
can be based on the location(s) where the officer is to be, as

well as the time of day or night the officer is to work. I have

found that the same position may have different "ideal"

personality characteristics depending on the time of day or
night the officer is to be working.

Once a candidate's personality characteristics have been

profiled, the candidate's profile is then compared to the

"ideal" profile for available security officer positions. In

accordance with the present invention, it is desirable to try

to match a candidate's personality profile as closely as
possible to a profile for a security officer position. An

acceptable match can be obtained using the Carlson Learn-
ing Company's personality profiling test, which is conven-
tional and commercially available.
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FIG. 20 illustrates how different officers may be matched

to different shifts by use of personality profiling. In FIG. 20,
a benchmark 2001 for day security and benchmark 2002 for

night security at a particular location have been generated,
such as by conducting interviews with a client as to the
needs of the client. It can be seen that the profile 2010 of

officer Dudley nicely matches the benchmark 2001 profile

for day security. Although not a perfect match, it can also be

seen from FIG. 20 that Officer Green's profile 2020 better
matches the benchmark 2002 for night security than does the 10

profile 2010 for Officer Dudley.
In addition to client involvement in determining the

individuals to provide the security services, and the apparel,

vehicles, and other aspects of the services, the present
invention also provides for client involvement in determin- 15

ing the nature and extent of training to be received by the

individuals who are selected to provide security services to
the client. In accordance with the present invention, the

training manual and instructions are divided into various

modules, such as the following: Securing/Un-securing prop- 20
erty (such as by building type or business type, and/or such

as by time, such as business hours, after hours, holidays, or
weekends), Access Control (such as by contractors, visitors.

vendors, solicitors, after hours access, control system usage

and operation, and the like), Parking Enforcement (such as 25
by type of parking facility, delivery lane/loading dock usage,

fire lane, and handicapped parking, and the like), Closed
Circuit television operation and usage, Elevators (such as

operation, usage, malfunctions, entrapments, deliveries,

after hours use, and the like), Tenant Relations (such as 30
escorts, vehicle assistance, newspaper/mail deliveries, lock-
outs, night letters/deliveries, after hours access, and the
like), Patrol Functions (such as business hours versus after

hours), Hazard Identification (such as control procedures,
property condition logs/reports, light reports, and the like), 35
Housekeeping (such as key procedures, access, and the like),
and Fire Command room (such as equipment familiarity,
elevator operation, alarm systems, and the like). The client

is provided with the written instructional materials for

various modules and is allowed to select which modules, in 40

addition to basic training, which is to be received by the

individuals who will provide security services to the client.

In another aspect of the invention, the training materials and

instruction can be modified to include training specific to the
client and the client's needs. Such client information pref- 45

erably includes information and materials like the following:

emergency response training (including fire system opera-
tion, central plant shutdown, emergency generator/equip-
ment operation, emergency elevator operation), advanced
customer service training, accident investigation training, 50
and incident investigation training.

4. Conclusion

While the present invention has been shown and

described in its preferred embodiment and in certain specific 55
alternative embodiments, those skilled in the art will recog-

nize from the foregoing discussion that various changes,
modifications and variations may be made thereto without

departing from the spirit and scope of the invention as set
forth in the claims. For example, one of ordinary skill will 60

appreciate that the graphic user interface (GUI) described

and shown in various figures can be easily modified to look

differently. Similarly, one of ordinary skill will appreciate
that the information provided to a user (such as via the GUI)

can include more or less information than that provided in 65
the foregoing examples and description of the preferred

embodiment of the present invention. Similarly, one of
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ordinary skill will appreciate that the software used to
maintain and search the database, or to provide security for
the web site, or to allow officers to generate and submit daily

activity reports, incident reports, or other information, can
be modified without departing from the spirit and scope of

the present invention. Hence, the specific embodiments and
any specific components and the like are merely illustrative
and do not limit the scope of the invention or the claims
herein.

We claim:

1. A method of providing private security services com-

prising:

providing an electronic security system comprising a

processing unit for facilitating electronic communica-
tion through a computer network with at least one

remote computer located at one or more remote loса-

tions, said security system further comprising at least

one storage device for receiving and storing informa-
tion pertaining to private security services provided at
said one or more remote locations by one or more

private security officers;

receiving security data entered into said at least one

remote computer at one or more remote locations by
said one or more private security officers, said security
data pertaining to at least one security related event;

receiving timekeeping data pertaining to a portion of one

or more security officer's work shifts at a remote

location; and

wherein said system is programmed to not accept time-

keeping data entered into said at least one remote

computer by said security officer without first receiving

said security data from said security officer.

2. The method of claim 1, wherein said security data

comprises text files, visual images, video, or audio data
pertaining to at least one security event.

3. The method of claim 1, wherein said timekeeping data
further comprises clock-in data pertaining to a beginning of
a work shift.

4. The method of claim 3, wherein said timekeeping data
further comprises clock-out data pertaining to an end of said
work shift.

5. The method of claim 4, further comprising the addi-

tional step of providing a graphic user interface for entering
security data and timekeeping data into said at least one

remote computer.

6. The method of claim 5, wherein said graphic user
interface further comprises one or more daily activity report
templates having one or more data fields for security data.

7. The method of claim 6, further comprising the addi-
tional step of updating said storage device with said security

data and said timekeeping data received from one or more
remote locations.

8. The method of claim 5, further comprising the addi-
tional steps of:

receiving log-in information entered into said at least one
remote computer by said one or more security officers

through said computer network;
creating a record of the time at which said officer logs into

the system;

generating clock-in data pertaining to a beginning of a
work shift; and

associating said clock-in data with said security officer
who entered said log-in information.

9. The method of claim 8, further comprising the addi-
tional steps of:
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receiving log-out information entered into said at least

one remote computer by said security officer through
said computer network;

creating a record of the time at which said officer logs out
of the system;

generating clock-out data pertaining to an end of a work
shift; and

associating said clock-out data with said security officer
who entered said log-out information.

10. The method of claim 9, further comprising the addi-
tional step of:

refusing to allow said security officer to log out of the
system until a daily activity report has been submitted.

11. The method of claim 1, wherein said security data
comprises a daily activity security report.

12. A security system comprising:

a processing unit for facilitating electronic communica-
tion through a computer network with one or more
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remote computers located at one or more remote loca-

tions, said security system further comprising at least 20

one storage device for receiving and storing informa-
tion pertaining to private security services provided at
said one or more remote locations by one or more

private security officers, wherein said processing unit is

for receiving security data entered into one or more 25

remote computers at a remote location by said one or

more private security officers, said security data per-
taining to at least one security related event at said

remote location, and for receiving timekeeping data

pertaining to a portion of one or more security officer's 30
work shifts at a remote location; and

wherein said system is programmed to not accept said
timekeeping data entered into said remote system by
said security officer without first receiving said security
data from said security officer.

13. The security system of claim 12, wherein said security

data comprises at least one of text files, visual images, video,
and audio data.

35

14. The security system of claim 12, wherein said time-

keeping data further comprises clock-in data pertaining to a 40
beginning of a work shift.

15. The security system of claim 14, wherein said time-

keeping data further comprises clock-out data pertaining to
an end of the work shift.

16. The security system of claim 12, wherein said remote 45

computer at said remote location utilizes a graphic user

interface adapted to receive security data and timekeeping
data.

17. The security system of claim 16, wherein said graphic
user interface further comprises one or more daily activity 50

report templates having one or more data fields adapted to
receive security data.

18. The security system of claim 17, wherein said pro-
cessing unit is adapted to update said storage device with

26

said security data and said timekeeping data received from
said one or more remote computers.

19. The security system of claim 12, wherein said security
data comprises a daily activity security report.

20. The security system of claim 19, wherein said pro-

cessing unit is adapted to receive log-in information entered
into a remote computer by said security officer through said

computer network, create a record of the time at which said

officer logs into the system, generate clock-in data pertaining
to a beginning of a work shift, and associate said clock-in
data with said security officer who entered said log-in
information

21. The security system of claim 20, wherein said pro-
cessing unit is adapted to receive log-out information
entered into a remote computer by said security officer
through said computer network, create a record of the time

at which said officer logs out of the system, generate
clock-out data pertaining to an end of a work shift, and
associate said clock-out data with said security officer who
entered said log-out information.

22. The security system of claim 21, wherein said pro-
cessing unit is adapted to refuse to allow said security officer

to log out of the system until a daily activity report has been

submitted.

23. A method of providing private security services com-

prising:

providing an electronic security system comprising a
processing unit for facilitating electronic communica-
tion through a computer network with one or more
remote computers located at one or more remote loca-

tions, said security system further comprising at least
one storage device for receiving and storing informa-
tion pertaining to private security services providing at
said one or more remote locations by one or more

private security officers;

receiving security data entered into one or more remote

computers at one or more remote locations by said one
or more private security officers, said security data

pertaining to at least one security related event;

receiving timekeeping data pertaining to a portion of one

or more security officer's work shifts at a remote

location, wherein said timekeeping data further com-
prises clock-in data pertaining to a beginning of a work

shift and clock-out data pertaining to an end of the work

shift:

providing a graphic user interface for entering security
data and timekeeping data into said one or more remote

computers, said graphic user interface having one or
more daily activity report templates having one or more

data fields for security data; and

refusing to allow said security officer to log out of the

system until a daily activity report has been submitted.


